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APl 21t ? Application Programming Interface

)-Q- @@ OB~ ?@ 8 include <iostream-
#include <iomanip>
using namespace std;

EZRAVAPI

RS E] O Bl P BER T AR A
WMAﬁE%M%\HE
%%E%zl £ut)§20ut%ut5ﬁ%§l’]ﬁ%ﬁ/z§
% B R B

&T?ﬁxzﬁ input Bk 5 outputhifg

—{[ C++ function

—{[& python function

—{[& Java function

—([& Java function HYE2EE S (API Doc)

oid squareWave(int repeat=3, int height=5, int up=2,
while (repeat 0) {
for (int i

Kl

uﬁﬁ\
EUF u+

000000000000

=t Rty . ;
—{& Java SOAP Service(Web Service) yo
—él Java Restful APL - var = add(7, 8);
—{EIDK=SDK 2 By N 25,5 Ff Sy API SRS SE  console log(r);
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4. OpenAPI (RESTful API)

PREZHIAPI o S ©23%

SOAP
@ OpenAPI (RESTful API)
@ Language Free Most Popular \)

SOAP is a method of transferring

‘ CrOSS Platfrom Rest is a simple way of sending Apl PrOtOCOIS

and receiving data between client a ‘ information, over the Internet.
A% —_ . 7 ~
‘ E7 N/ Z)\ E7 AN ﬂ ~ % ﬁ and server and it doesn't have very . SOAP messages are formatted in
THO = W

many standards defined. You can XML and are typically sent using

messages, or small amounts of

send and receive data as JSON, HTTP (hypertext transfer protocol).

XML or even plain text. It's light

weighted compared to SOAP. 80/0
: JavaScript / XML-RPC
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API

OpenAPI (RESTful API) 21TE ?
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https://api.opencube.tw/weather?city=7=10T



https://api.opencube.tw/weather?city=台北市
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API

OpenAPI (RESTful API) 21TE ?
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API

OpenAPI (RESTful API) 21TE ?

o Google Nearby Search API

https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=25.03793

8,
121.431150&radius=500&type=restaurant&key=AlzaSyAKOkxxxxxxxxxxxxHzOCU7I

wp8AQ06|



https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=25.037938,%20121.431150&radius=500&type=restaurant&key=AIzaSyAKOkHQHqmZ2oZjZCsa-HzOCU7Iwp8A06I
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API

—{EURLFE—{EAPI

://maps.googleapis.com/maps/api/place/nearbysearch/json?
location=25.033071, 121.517239

&radius=500

&type=restaurant

&key=xxxxxxxx
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Why API ?

Enterprise \ = -
Application f
\
‘& THIRD PARTY
Mobile ™ APPS AND

Device / SERVICES

1 write once, use everywhere

2} open bussiness

3 Innovation

Increase Revenue

Backend Open Mobile & Web
Systems API Applications

9 Stimulate Innovation
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Why API ?

RETEERAPI?

QQoda
‘9. o0 @ skyscanner

Tripadvisor

trivago

10
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API

OpenAPI (RESTful API) 21TE ?

Sending Request and receive Response Over HTTP protocol by Json

11



aupn . GET /doc/test.html HTTP/1. 14% Request Line 3
FIEII eChS Eeﬂ Host: www.test181.com
e w - Accept: image/gif, image/jpeg, */* Request
Accept—Langus:!ge: en:us " Request Headers > Message
Accept-Encoding: gzip, deflate Header
User-Agent: Mozilla/f4.@
Content-Length: 35 J v,
> A blank line separates header & body
bookId=12345&author=Tan+Ah+Teck } Request Message Body
& BiEE AR {E IR m:Request /\
Server
L/
Wesponse
<html>
<head>
<meta charset='utf-8'/>
HTTP/1.1l 2860 OK ———> Status Line <meta http-equiv='refresh' content='5'/>
Date: Sun, 08 Feb xxxx 01:11:12 GMT 3 <title>:mZERRARE</title>
Server: Apache/1.3.29 (Win32) <style>
Last-Modified: Sat. 87 Feb xxxx body { font-family: '#WERIEERR', 'EEE-FE', Sans-Serif;}
. m . ? n <,"S‘ty1e>
ETag: "0-23-4024c3a5 - Response Heade </head>
Accept-Ranges: bytes <body>
Content-Length: 35 <h1>ESP8266EE</h1>
Connection: close <p>BE 1 21 &deg;C</p> iﬂ:,;ﬁgmuaﬁ\a )
Content-Type: text/html / <p>RE : 34 &percnt;</p> 10165, 7. 132 ]

ESPR266REE
BE:21°C
BE34%

> Ablank line sepa {120?3}0
<h1>My Home page</hl> '+ Response Messa /htm

g

~—



HTTP Request » cer  /weatherZcity=5Ei
r—nut:apuopencubeIMI

Authorization: Bearer <redacted>

Accept: *x/x

Accept-Encoding: gzip, deflate, sdch

Connection: keep-alive

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_4) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/49.0.2623.112 Safari/537.36

Request Headers

Client Server
HTTP

HTTP Request
& SR AR 2K AP D O >

HTTP Response

HTTP/1.1 200 OK
Date: Fri, @8 Apr 2016 16:59:20 GMT
Content-Type: application/json;charset=UTF-8

Content-Encoding: gzip
Response Headers Content-Length: 323

Trackingid: NA_514181f9-7885-4716-bbfb-fe%9a54f2248a
Vary: Accept-Encoding
X-Cf-Requestid: 8634487a-8c9e-417e-60bf-06ead6ffed50

HTTP Response

\‘F

<blank ling> =--==========mmmmma—-- >
- data: {
- gid: {
city: "&Zicm",
Response Payload weather: ~EAEEIEE",
maxTemperature: I5,
minTemperature: 23,
notice: "EFE",
Note: llii&; is all exchanged as simple text ;’:2;:9?_’;92@719721_‘
over a TCP/TLS connection. '
s

— status: 208
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API

Request

B2 8 NEH

e Query Parameter(URL)

e https://maps.googleapis.com/maps/api/place/nearbysearch/json?location=25.033071,121.517239&radius=500&
type=restaurant

e HTTP Header

e Authorization: Bearer AlzeSyAKOkHQHgmZ20ZjZCsa-HzOCU7Icp8A06I

e HTTP Body(by JSON)

{
"key word" : "&HRE",
"limit": 100,
"offset": 200,
"order": "post_date desc"
}

14
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API

Response

lIIliiHiiilEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

e Status Line
e 200|400|500

e HTTP Body(by JSON)
(

"data":
{ "edbm"y

"city":"&dbm",
"weather":' FA%E LREErR",
"maxTemperature":26,
"minTemperature":23,
"notice":"&F "
"pop"40,
"date™:"2020-10-13"

3
"status":200

—
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API

JSON

"name": "Wess Wang",
"company": "[ll",
"age": 37,

"address": [

]

]

{
"city": "&d1btmh",
"district": "faLl&"
}I
{
"city": "&d1bEmh",
"district": "mEE&E"
}

email": [
"wesswang@iii.org.tw",

"wang490520334@gmail.com”

16

& EILHERRE - human readable
¢ >z #Edata type
@ String
& Number
& Object
& Array
& Boolean
< Null
& HHRIAstringZ=7~ (1ISO-8601)
& 2020-10-08T02:48:45+08:00
& 2020-10-08T02:48:457

http://json.parser.online.fr/



http://json.parser.online.fr/
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REST

REST | Representational State Transfer | T B A8 AV EH 1R

AT EEU3R REST 2 —7E Style
HTTPHEEEXXEABRGEK A GET, POST, PUT, PATCH, DELETE, HEAD, OPTIONS...

e /addComment, ¢ POST /comment

¢ /JupdateComment, *PUT /comment

¢ /[readComments, ¢ GET /comment

¢ /readCommentByld, ¢ GET /comemnt/12

¢ /deleteCommentByld ¢ DELETE /comment/
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REST

REST | Representational State Transfer | &k BRAVE5

¢ POST /comment
¢PUT /comment

¢ GET /comment

¢ GET /comemnt/12
¢ DELETE /comment/

BHNEEMNRETHEN[ER]
AIEINRE KT A2 H E I &R Z M T RI[EDF]

BIRBHEHRP - AZPFANRFAESHE —MEERN
Frig - MIRR - 1BoX - B

PRILIE 22 BRI RS EHFEHBEEM BRI GET AP
(Llgoogle place apiR&i - 4 FEH E2EZHIIIEE)

e GET https://maps.googleapis.com/maps/api/place/findplacefromtext
* GET https://maps.googleapis.com/maps/api/place/nearbysearch

* GET https://maps.googleapis.com/maps/api/place/textsearch

e GET https://maps.googleapis.com/maps/api/place/details

* GET https://maps.googleapis.com/maps/api/place/autocomplete
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REST
POSTMAN o HTTP GETLIONNTT A —MR A ZREHERN
| Q 2% SR 4AHFIRL FREEIS  2HTTP GET
¢ POST /comment
¢ PUT /comment
sy Q MEAEHTTP GETISMIHTTP METHOD
*GET /comemnt/12
¢ DELETE /comment/ .
HTML form — L

Postman Chrome |
. Postman
Plugin

Submil || Reset
Htm| Form
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7 rora (Authentication)
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*RIEEHAREIERNEZE
* 3t S K 7l B s HY

* gt SR AR AR R

* 3t 5o 4 ER O

21
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HEINZE

Symmetric Encryption

A A A
Love = OO Ak OQ _y love

you O 0V2+S= O you
granny T@Y/Jh granny
Plain Text Encryption Cipher Text Encryption Plain Text
Algorithm Algorithm
Shared Key

23 Yy M\
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APl &=

FET #2022

O User 1
Qi

Secret
-
Data Enc*rypt - f

public key

Secret | 4 | Decrypt | <

Data
User 2
ser a User 2’s

private key

Asymmetric Encryption

24
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Digital Signature

Y o

Alex's Private Key

Alex's Public Key

Verify

Sign

%

Alex Signs A Message John Verifies Alex's Signature
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Input

Fox

cryptographic
hash
function

Digest

>

DFCD
696C

3454
24D9

BBEA
7009

788A T751A
CASS 2D17

The red fox
jumps over
the blue dog

—

The red fox
jumps ouer
the blue dog

cryptogrellphic
hash
function

cryptographic
hash
function

The red fox
jumps oevr
the blue dog

cryptographic
hash
function

\gorit

—

ooge
ACCT

46BB
6CD1

FB7D
90B1

CBEZ B823C
EE6E 3AB

| #hlcld

8FD8
76B1

7558
T9A9

7851
0DA4

4F32 D1Cé6
AEFE 4819

L r

nchﬂr

FCD3
D401

7FDB
COAS

5AF2
7DSA

C6FF 915F
46AF FB4 5|ﬂ

The red fox
jumps oer
the blue dog

cryptographic
hash
function

8ACA
1799

D682
7D88

D588
BCF8

4C75 4BF4
92B9 6A6C

26
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A Linux, 64-bit

Current Version: 0.12.0.0 Lithium Luna

CentOS on the Web: CentOS.org | Mailing Lists | Mirror List | IF

Index of /7/isos/x86_64/

S_READNE. Sxt 21-Jul-2014 97:24 1590
Linux, 64-bit Linux, 64-bit (Comn 1 «7.8- “x - @6-Jul-2014 17:33 4148166656
nt0s-7.9- - x - re @7-Jul-2814 12:16 158766
SHA256 Hash (GUI): SHA256 Hash (CLI) 20t05-7.9-1406- =fveryth % 94-Jul-2014 22:16 7862155360
Cent0s-7,.8-1496-x85 E4-Everything sorrent @7-Jul-2014 12:16 269937
«7.9- - 4 . - - s
b0f43387b31202f381¢c918660d9bc32a3d28a4733d391b1 928ad08ff0dea2790 r : -7.0- -: T : : crent :;;:;_;::: :;i; naaa:::;;
625a0e15737¢c5388 050cc8c659237636 e — - 84-3ul-2014 17:44 N Ne
C20t05:7.2:1405 %85 _&2-Kdelive torrant @7-Jul-2014 12:16 5ea62
0105-7.8- -x85_64-Ninimal. 17-3ul-2014 14:16 593494016
2nt0%-7.@- -x86_64-Net]n @4-Jul-2014 15:59 379584512
ntos-7.@- -x - z @7-Jul-2014 12:16 15019
-2.8- -XB5_64- Jsg 84-Jul-2014 17:00 720371712
n105-7.8- -x86 64- 11w reen @7-Jul-2014 12:16 28016
ndSsum. xt 21-Jul-2014 @7:24 486
Soum. Sx \ 21-Jul-2014 @7: 24 1362
. . ahadzum. txt 21-Jul-2014 @7:24 542
'Q Linux, 32-bit shalsum. Txt. asc MDS5 588 21-301-2004 @e7:24 1418
halbbsun. tx 21-Jul-2014 @7:24 1343
haZSEzum. txs. a3 21-Jul-2014 @7:24 2219

27
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FFHBWIME + fZ=

&

B
fodday | ’
|t =]

] OEE
S [hew
r’} |__1-...
: § :
w A e |
__lzfmt_wb LMSUNE | i |

AT ST !
R o B [
Digest =T I T
(SCRERETE |

. NG

28
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AP

APl &Z%
W/ SR TLS(HTTPS)
* AP FIF} HTTPS ED5SRIAPIRZ 2 MZE (BB BB - T)

TLS/SSL

S

29
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APl &=

W/ TLS(HTTPS)

https://api.opencube.tw/weather?city=15 167

» Let's set up a secure TLS session 4

This is my certificate <
() Also checks that:
¢ - Certificate is valid
Signed by someone user trusts

Here is a one time, encryption key for our session

.I Encrypted using Server's public key

Server decrypts session key using its private key and establishes a secure session

-y

30
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TLS(HTTPS)

Certificate
Authority (CA)

Browser

Vendor
(eg: Mozilla, Google)

CA publishes its root certificate
to all browser vendors

Request for webpage

SSL certificate for the website o

A 4

Web Server

g exchange session key

g api request (encrypt by session key)

\ 4

—~
g CA's root certificate

[

Website's Domain certificate -
» api response

31
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APl &=

TLS(HTTPS)

& C & ntpu.edu.tw/chinese/

snowboard 1]

Vit
Y1
|
-

D
Y
i
Q)

Google ‘

- B 2 F e X B

National Taipei University = C A F=2 | 23.983882:5000/29035400

it
i

jich

e snowboard 1l BT MNew

ik

il

o
("]

gl
4
I
Dﬂ”lﬂ

it
e
g
5

T

=l
il
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Potential users

A Innovation, profit, expand business with 2
unpredictable pariners
5 ‘_n Open API Commercial with freetier
oo =
Commercial API
l%u kvl

Public APIs

- BBy : ] BUERAPI
- EEZEBRSE/ZHAVEE RIS AR ER ‘ " celockd pamers J

Partner APIs
« Token, Access Token o | )

Integrations (legacy, automation)

\ 4 ‘ _ Private APIls

The amount of APls

34
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5530

- APISZ2REEHINE 17

35
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T3] 23% aATe
R APIEEEEHINE 5

2.End User

End User

-

|
b ¢

Mobile Desktop loT

1.Rest Client p

36
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APl Z%

Raek APIEEZE g 5

2.End User p

-

|
b ¢

Mobile Desktop loT
1.Rest Client p

37
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APl Z%

- —EAPIOEEFREMIES ntoken - EZFEAPIRE RS EENEH
- BEEERVAT

« Admin Console

- API

* OpeniD

« Oauth

38 ' WL
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AP

APl Z%

5530

ik Re R B

« HTTP 2 Stateless BY{7, B (FEAREERLE) » THEH Stateless i& Stateful

« [Stateless]

o AR KR EERIFIRAE
« WKEEKServerfEIEAIE IR ERE—EA
« FI—KFEKEEEBEES 0 T —KeFKServerfl) A5 AR S 7

39
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* Access Token (Bearer Token)
- HREAET A

* Query Parameter

http://xxxx/xxx?key=AlzeSyAKOkHQHgmMZ20ZjZCsa-HzOCU7Icp8AQ6I
* HTTP Header
Authorization: Bearer AlzeSyAKOkHQHgmZ20ZjZCsa-HzOCU7Icp8AQ06I

e Bearer Token FRH

« X Token R8N » WVHZE(RIFIL Token
e Token A% =T Short-lived tokens -~ refresh tokens %

40
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APl Z%

AT
&
&y
i

\d

imnray

151
o EAP| RN ZEHER4R IR FHZIVRUEER - s B A S = HERFEHL
»  [OAuth]: OAuth 2 = T FHIEAHRRIVIGE - e e =078 A R i

+ SRR . %%
¢ ‘«%E?ﬁ: 30 -------------------- E E

ﬂ;

. EE P~ -4
25 ; . @ :
' s Issue access token : Delegates
@ H Y. 4 authentication
Jfr —a Access service | W + authorization
« FE=J7APP : . =
— . ' .~ i

: ® "
-~ [ — ey A . Issue authz code"-.“
* Access token HIEL S HERVER I-HI
° /2 ﬁ:ﬁ Grant access

Resource Owner
{User)

4 1 Authorization Server \_‘_': ’ ‘
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APl Gonvernance

13
A

Web Site Mobile Device

APIiE %
APIFEMIEE

APIEEREE Web Portal
APIFDEAE ‘\

APl R EAEE y
e —gp

~ Cloud App
e

Company Assets and Services

Sat Link

Bl
LA A TE
R 522

42 [ ] ' :l" ", OO0




FiniechSpare APINGI@INNER
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APl Gonvernance

Api market

Rakuten Rapidari
EQ\W e "3
API -
API Provider marketplace Developer

.\ S T

43

Api gateway
API
Gateway
Web
Application
Mobile
Application
B2B Client
3 Party
Application |

REST Service A

. REST Service B
MQTT  Service C




R AFINGOINVIERINAINCIE

FUN=E

2222 —1E API GONVERNANCE I E A

HADVEIREAPIN EZR - & - 948 - F5T  £2.....5F

(B E] WEEMARZE—@E [API GONVERNANCE] Zm - AR Z2—1E[API Gateway] [API Market] - 1t
BEFRNFEREBENGEEE - HRTHE%E  SHEFNERSEEZEY - DIKEEZENREE - T/
HEAPIEE B AEINE BN - EERMFIRIRERE N - & FeEIREE FinTech @ [ E)EESE

RUIRIE R - FACERE—E/VNPEIRIE - SREIR1T - ERUMEISESE - BECE2ENERKAPIL
REZPNEE  TUSRZENHEERNES - HEISER  AX—ERKNEE - BedEE— LM

HIKAEN!
@)
@..
4
//)3
@

API
Sandbox

Production
API

44
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EEBES Api Gonvernance B8 - BN EIRAL APISTH
A

HHRER APISH

@

fiL & : "api.fintechspace.com.tw”
FEAZ: “[taishin”
SR hitps”
R B — AP
APIs:[

]

SAPISHRSBETHLE AL » EREESS....
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RE KT APl X5
https://opencube.tw/weather

Google Place Search APl XXt
https://developers.google.com/plademmrrrsms

info:

version: 1.0.0

AR EMEES MARGER - 7R FIRIAP| Swagger Petstore @

MIT

url: http://petstore.swagger.io/vl

paths:

APISZH 078 #2215 > OpenAPI specificationiiiies

summary: List all pets Servers
operationId: listPets
tags:

OpenAPI specification > Machine Readable e

- name: limit

[http:llpetstore.swagger.iofﬂ v ]

in: query
description: How many items to return at one pets

time (max 100)
required: false E /pets List all pets
schema:

type: integer

format: int32 /pets Create a pet
0

2B S [ oL BB T [ /pets/{petId} Infofora specific pet

iption: A link to the next page of
responses

schema: Models
type: string



https://developers.google.com/places/web-service/search#PlaceSearchRequests
https://opencube.tw/weather
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API

API'EE$?

o Google Geocoding API (Reverse geocoding)

https://maps.googleapis.com/maps/api/geocode/json?lating=25.036504,
121.432300&key=AlzaSYyAKOkHQHgmZ20Z]ZCsa-HzOCU7Iwp8A06|

@ &/ M"'N :
47 Ci)



https://maps.googleapis.com/maps/api/geocode/json?latlng=25.036504,%20121.432300&key=AIzaSyAKOkHQHqmZ2oZjZCsa-HzOCU7Iwp8A06I

APIX 4 83E

OpenAPI specification

o 7HF W Fl Swagger Specification

e [Swagger ProjectiZAE (EHYAPISC (4

o RIR3FH » REEMEH » RFERNFHEEEF AP » sise A —EHERY S AR [ H
o G 2R S8 AR A A A

o HZISON ~ YAMLEZ 3t

48 "'/W'
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o https://social.apigoose.com/swaqgger
o https://petstore.swaqgqger.io/

5 ef

Q %BAPIBRAEBAPIH ?
Q APIXHRABECE?
Q APrmECS?

49


https://social.apigoose.com/swagger
https://petstore.swagger.io/

e

© WIFI:FTS01 /11105076416
FTS02 /11105076416

@  https://apim.fintechspace.com.tw/

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ J,[ f\_ /}: J_;\_,




e vy i

¢  APIM®RSE : academy@fintechspace.com.tw / Aa@12345678

(1)

BAEHIRS

EEff
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Digital Sandbox
A ERFm

<> SBHIEAER

O BFEE

(O8]

APl Doc» BUEAIT > #EEESF

social *®

[ Base URL: api.fintechspace.com.tw/social ]

social keyword search api
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Farameters it out

N/

Name Description

keyword = 00 prmies | smrmeen|se ) AINEHE" ) ANESISRBILIEHEL

string HATE » 21& AND/OR/NOT &% « A& A"EE==" AND "&l
(query) M EESREAERERRFHNE

type ESER title(Z28) all(£ ) B all

strane Available values - title, all

(query)
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Mame Description

keyword = #0UIed pras—im s | ssmen |, GIUNERES" ) FMESISEILIEME

string HAEIEDN 218 AND/OR/NOT =% » flinE A"E5E=" AND "8
(query) mrsEsSEEAmERRERNNE
< b EEs|
type E2E7 title(122),al(237) 7B5:all
string
(query) [_ h ]
start_date IEEIBILER (ex 2019-02-21)
string _ )
(query) ' start_date - 2SRRI (ex: 2019-02-21)
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sort
string

(query)

limit
integer

(query)

page
integer

(query)

Responses

S A,
A=

BEFE AT time_desc(EFT L EXEAN) time_asc(BEEXET
A1), sitename( [ EEFTE RIS 5EF) title({REEEREHEFF) TB2% time_desc

E 7]

ZE1E%] 1~1000 FEZ-100

limit - ZE[E%] 1~1000 7Ez2:100

BEX B

page - E3% &1

Execute

Response content type
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200

Details

Fesponse body

"message”: "success”,
"total": 482,
"pageMum": 1,
"pagesize™: 108,
"result™: [

r

1
"sitename™: "EEH",

“type": "SHE",

“title": = {EX)} ERMERE IExNEEE",

"url™: "http://ww2.money-1link.com.tw/RealtimeNews/NewsContent.aspx?

SN=4336540081EPU=1002" ,
"time™: "2820-18-19 08:39:00™
[
"sitename™: "UDN™,

-t}‘pE- . -EEHJ
"title": "2 SHE EWTEEEIETE",
“hittps:// udn.com/news/story/7241/4945686" ,

"2828-16-19 62:00:68"

"url™:
"time":

]
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