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Ch2 Linux

21 DNS

21. 1
DNS ( Domain Name System)

Mast 8Frav€ac-Pbaly
Master

Master

Sl ave
Master Master

Mast eS|l ave Master
Sl ave

Cac-bal y
Cac-bal vy

DNS

21. 2
Li nux

21.2.1

Li nuxDNS Bl NBef(keley I meernet Na
Do ma)i n

9. 2.@B80ctober 23, 20®R2)YHat 9 9. 2.1




http:// www.isc.org/ products/ Bl ND/
ftp://ftp.isc.org/is9./2bi3nd9%/r9 .9g2z. 3/ bi nd

Bl ND tar. gz
[root @ ocal hos®. o8t #Artlge zxvf bind
[root @ ocal h-8s®2. Boot ] # c¢/d bind
[root @ oQal2h B9 t#¥ hi/mcdnfigure
[ r oloda@a | hp.s2. dliHh dmak e
[root @ oe®al2h B9 t# kbmarkde 1 nstall
bind 2. 3. tar. gz bi nod. 2. 3
( )
21.2.2

ReHlat 9 (shrike)

Baswmnon | ([aresmw [@ t—wim |
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[ etc/rc.d/init

10

d/ named



#!/ bi n/ sh

naned This shell script takes care of starting and stopping
named (BI ND DNS server).

HOHHHH

Source function library.
/etc/rc.d/init.d/functions

# Source networking configuration.
. letc/sysconfig/ network

# Check that networking is up.

[ ${NETWORKING = "no" ] &% exit O

[ -f /usr/local/sbin/named ] || exit O
[ -f /etc/named.conf ] || exit O
RETVAL=0

# See how we were called
case "$1" in

start)

# Start daenons.

echo -n "Starting naned

start-stop-daenmon -S -n naned -x /usr/local/sbin/naned -- -u bind
RETVAL=$?

[ $RETVAL -eq O ] && touch /var/lock/subsys/naned

echo

;iop)

# Stop daenons

echo -n "Shutting down named

ki ll proc named

RETVAL=$7?

[ $RETVAL -eq 0 ] && rm-f /var/lock/subsys/naned
echo

st at us)

/usr/local/sbin/rndc status

exit $?

restart)

$0 stop

$0 start

rel oad)

/usr/local /sbin/rndc rel oad

exit $?

pr obe)

# nanmed knows how to reload intelligently; we don't want |inuxconf
# to offer to restart every tinme

/usr/local/sbin/rndc reload >/dev/null 2>&1 || echo start
exit O

g

echo "Usage: naned {start|stop|status|restart}"”

exit 1

esac

exit $RETVAL

| etc/ rc. d/rrcch3..dd named

11




[ root @ ocal host root]# c¢cd /effc/rc.d/roc
[ root @ oc ad -k pesctrc.d/cndt. ddrfared S10named
[dot @l ocal host rc3.d]# c¢cd [/etic/rc.dl/rc
[ root @ oc ad -k pesctrc.d/cnbt. ddrfartd S10named
/ etc/ rc. d/rrcc60..dd named
[ root @ ocal host rc5.d]# c¢cd [/ etc/rc.dlr
[ root @ oc ad -k pesctrc.d/cndt. dd farfed K90named
[ root @ ocal host rcO.d]# c¢cd [/ etc/rc.dlr
[ rto@l oc al hlmsst/ete/ ccbd/idi}.#/ naned K90Onamed
DNS
[ root @l ocal host root]# [ etc/nnc.d/init.
[ root @ ocal host root]# /etc/nqgc.d/init.
[ root @l ocal host root]# [ etc/nnc.d/init.
21.4 DNS
DNS named. oaméd. root
( )
namecdo n f
Bl ND 4
named. boothambdotconf Spltipt
named. boontamed. conf
[ root @l ocal hinsdt qodrofk] famamhhed oot > name

LinukOWDNS Nicol ai Langfel dt

named. boot

12



directory / var/ named
cache

primary -ADDR. ARPAI N
127.0.0. zone

pri mary | ocal host

| ocal host . zone

named. conf

options {
di r e‘c/twary”named

b
zohe |
type hint;
f i“lreo.oht’i ;nt
b

zohe. 0. IA DD.R.NKP RA
type master;
fi“ell27. 0" 0. zone !/

b

zohbkocdl host
type master;

fi“lleocal Hogst. zone /1
b
named. conf option DNS
/[ var/ named/ DNS zone file
zone zone
DNS (/var/ namedbt . hint
( named. rootgone 127.0.0P
zone DNS master 127. 0. 0. zor®ne
| ocal host DNS master

|l ocal host . zone

named. root

13



ftp://rs.internic.

named. root

net/ domai

n/ named.

hol

zZe

ds

cache

; This file
; initialdl
; (e. g.
; configuration fil

reference

; This file is made
; undRTTP arlsony mous
; file

; on server
; | ast

; r el

updat e:

ated version

; formerly NS.INTERNIC. NET

600000 I N

é¢ cheed

of
t hi

e (0]

ayv

Nov

of

ithof or ma

I nt
s fii
f B I

ail

51
root

A. ROC®ERVERS.

; formerly

B. RO®ODHRVERS.

NET.

NS1.

NET.

3600000
SI. EDU

-SERVERSY®
3600000

; fornsdr.INETC. P

er ng
| e
N D

abl e

2 0 (

Z 0

-NESRV E RBSA NE Q!

.ONOEQr

C. RO®OHRVERS.

; formerly

-SSERVER 9 .0NECD

NET. 3600000

TERP. UMD. EDU

toi

on on r

root

0o

bt domain n
in the "cac
domai n name
by nt er N
/| domai n/ n:
TP. NTERN |
2
ne: 2002
oT
198
0 NS
A 128
0 NS
A 192
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DNS I P

DNS
named. conf
TTL
Time to | iweache
ORI GI N
@ named. conf
SOA
Start Of Authority SOA
( @
. ) SeriRdfr Rehry
ExpireMi ni mun ( )
TTL
NS
( Name Server )
A

Addr essl P

M X

Mai | Exchange

CNAME

PTR
Pointer I P Addr ess

15



$TTL 14400

@ IN SOA

my.test.com.tw.

administrator.test.com.tw. (

1997022700 ; Seria

28800 ; Refresh

14400 ; Retry

3600000 ; Expire

86400 ) ; Minimum /!
I

IN NS my.test.com.tw.

IN MX 10 my.test.com.tw. i

IN MX 20 m2.test.com.tw. 1

my IN A 163.0.0.22

jcIN A 163.0.0.19

www IN CNAME my.test.com.tw.
pop3 IN CNAME my.test.com.tw. I
smtp IN CNAME my.test.com.tw. I

/I my.test.com.tw IP
/I jc.test.com.tw IP
/l my.test.com.tw ,

named.conf
IP 163.0.0

163.0.0.22
163.0.0.19

WWwW  pop3  smtp

$TTL 14400

@ IN SOA

my.test.com.tw.

administrator.test.com.tw. (

1997022700 ; Seria

28800 ; Refresh

14400 ; Retry

3600000 ; Expire

86400 ) ; Minimum

IN NS my.test.com.tw.

22 IN PTR my.test.com.tw. NP
19IN PTR jc.test.com.tw. NP

163.0.0.22
163.0.0.19

my.test.com.tw
jctest.com.tw

16




21.

DNS

cache
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22 DHCP

22.1
DHCPDy(namic Host Confiyuration IPPotocol
Addr ess

22. 2
Li nux

22.2.1

RedHat 9 3.0

http:// www.isc.org/ products/ DHCP/
ftp://ftp.isc.or-patestdhap/ dhcp

root @ ocal hosd atectt] # atrfamgzzxvf dhcp
root @ ocal h&stOpid@ot ] # «c¢/d dhcp
oot @ o ec3al0hpols2t] #d h.c/pconf | gur e
root @ oc3@lph @9 # dnladkpe
root @ oc3alOhpols2t] #d hncapk e i pst al |

,_,,_,,_,,_,,_,
]

dhelpat est . tar. gz dhe3p. Opl 2

rpm

[ root @ ocal-bDobt-Daobesi #r p/jmm

-Uv h dhcp

18
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2 2.

3

DHCP

DHCP

/ etc
dhcpd. | ease)
copy/ var/ 1l ib/dhcp

DHCP
dhe3p. Opl 2/ systtbmpd. conf
dhcpd. |l easdd ouch

DHCP
Red Hat Li nux
X Wi
dhcpd
DHCP
22.4 DHCP
DHCP

def a-LU kb B-Bieme

d o manianme

domanianisee r ver s
DNS Server

I P

I P

( |
DHCP

Nt systvk sy sv

ndows

dhcpd. conf

System

copy

og file)

shel |l

I/
I/
/1

P
P

m.

259200
777600

t ku.

edu.

t

opti onnamenma'itrk U .; edu.

w

t

w

fi xxaddr es s

I P

20



har dwar e

ho s t
{} {}
Il pc44
Il MAC address  00:C1:79:E5:.CD:AO
1l IP 163.13.200.44
1l IP 163.13.200.21
/IDNS IP 163.13.1.180

ma-k e a6 e me

| P client
def a-bk b6 me ma-k e a6 e me
range
| P

routers
I P

subnet

{} {}

S ubnaneats k

21



subnile6t3. 130206t mask 255.255.255. 0 {
l16a8n8. 26068. 130200
168nda8. 210603..11131.4200 O
opt i eand dorré&oa8d.cla3s2t3 B8 0
opt ilo6n3 .rl1o3u.t2e0r0s. 2 1
oOpt-namnseedrovn@abi8n. 13. 200. 180

}
I 163.13.200.
I 255.255.255.0
I P 163.13.200.11~ 40
163.13.200.111~140
I P 163.13.200.21
/IDNS P 163.13.1.180
22.5
DHCP I P

2. 2DBCP ( dhe3p. Opl 2/ system/ dhcpd. con
# dhcpd. conf
# Sample configuration file for |1 SC dhcpd

# option definitions common to all supported netwo
option -damai hexampl e. org";

option -damecirrvers nsl.example.org, ns2.example.org;

def abkbseme 600;

ma-keaseme 7200;
# | f this DHCP server is the official DHCP server
# net wor k, the authoritative directive should be wu

#authoritative;

# Use t hisdhtcop sleongd messages to a different | og file
# have to hack syslog.conf to complete the redirec

22



l ogacility |l ocal 7;

# No service will be given on this subnet, but dec

# DHCP server to understand the network topology.

subet 10.152.187.0 netmask 255.255.255.0 {
}

# This is a very basic subnet decl aration.

subnet 10.254.239.0 netmask 255.255.255.224 {
range 10.254.239.10 10.254.239.20;
option r @WiB€lr. £ xratmp | e -203r6R,. erxtarmp | e. or g;

This deocnl aarldtows BOOTP c¢lients to get dynamic add

which we don't really recommend.

subnet 10.254.239.32 netmask 255.255.255.224 {
range -dgoami £80. 254.239. 40 10.254.239.60;
opti on bardodardecsasstl1 0. 254.239. 31;
option r @Wi9Lt « xratmp |l e. or g;

# A slightly different configuration for an intern
subnet 10.5.5.0 netmask 255.255.255.224 {

range 10.5.5.26 10.5.5.30;

opti onndmeaivrer s nsl.internal.example.org;

optionndmeaf nnternal . example.org";

opnt iroouters 10.5.5.1;

opti on bardodardecsasstl1 0. 5. 5. 31;

def-haebktseme 600;

mhe& asieme 7200;

}
# Hosts which require special configuration option
# host statements. I f no address is specified, t

# altedadynamically (i f pospeédifeil)¢ ibuftort mat host

23



o % HF HF OH OH OH R

= O OH O

wi || still come from the host decl arati on.

st passacaglia {
hardware ethernet 0:0:c0:5d:bd: 95;
filename "vmunix.passacaglia";

S e fnvaemre toccata.fugue.com";

Fixed | ®saddneakso be specified for hosts. The.
should not also be |Iisted as being available for
Hosts for which fixed I P addresses have been spe
BOOTP or DHCP. Hosts for whHiie manfionmnddg addr es
be booted with DHCP, unless there is an address
to which a BOOTP client is cbooé¢épt édaghi ch has t
set .

st fantasia {

hardware ethernet 08:00:07:26:c0: ab5;

fi-address fantasia.fugue. com;

You can declare a class of clients and then do a
based on that. The example below shows a case
in a certain class get addresses on the 10.17.22
other clients get addressadvemmeton the 10.0.29/ 24

ass "foo" {
match i f substri-cailgag@entiiofni erend®,yr 4) = " SUNW";

arneedt wor-R92¢4

subnet 10.17.224.0 netmask 255.255.255.0 {
option f22u4t.eerxsamptlire. or g

}

subnet 10.0.29.0 netmask 255.255.255.0 {

option roR9eesample. org;

}

pool {
all ow members of "foo";

24



range 10.17.224.10 10.17.224.250;

}
pool {

deny members of "foo";

range 10.0.29.10 10.0.29.230;
}

25



23 SAMBA

23. 1
SAMBA LI nuXWi ndows 80
SMB ( Server Message B3$MREREKk )
Li nux
SMB SAMBA S MB
client/ server SAMBA client)( server)(
S ABVA SAMBA client
SAMBAclient)( server)(
SAMBA cLianok Wi ndows
Wi ndows SAMBA
server Wi ndows LinuSAMBA
server
23. 2
Li nux
23.2.1
RedHat 9 2. 2.7 3.0.1

=

cl(December 4, 2003)

http:// www. samba. or g/

root @ ocal host-l atoegt] #t ajrargz xvf samba
root @ ocal ho3t0Oorbot]# c¢d samba

oot @ oc-8l Bost #sambanfijgur e

root @ oc-8l Bo&t #s mmk a
root @ oc-8l Bod&t #smmkhka instal.]l

,_,,_,,_,,_,,_,
=

sambatest.tar. gz samb3a 0. 1

26



fusr/ |l ocal/ SAMBA
repm

[root @ ocal-Dobt-Otheosptt.]r#p m{p m

-Uv h dhcp

23.2.2
RedHat 9 (shrike)

SRR AR - N R
Tit] TRIRMACER

B s R 42

g’ E"n'_'_i' FFITEMA LRI R T ms SRR %

L;' LNl
1

W= e

L OEESFIPENRTIE R . AE 1=

[ i e 1 AR 141N

[Bmewman | [Dyaremw| [@tsm| [® Fsw]

Wi ndows

27



A W — (IR Ll e me T T R R
o | [l s R T R
ARTRONEN pansecrgmmet:
1
mhasclien *
Lo e 4
X mitie) | | g wien
L WM FFIvE wr 3
AN B ¥
B mawmani | (e K - o

23.3 SAMBA
SAMBA SAMBA

RPM /| etc/ samba/ smh.acomfz

smb. conf
smaBaO. 1/ packagi ngs/niRe. dcHoantf
/[ usr/ 1l ocal/ sambal/lib SAMBA
RPM tar. gz

copy

23. 4
Red Hat Li nux

[root @ ocal host root]# [/ etclrec.
[ etc/rc.d/rc. 1l ocal
fusr/ |l ocal FDssdhdmba/ bi n/ s mbd
[ usr/ |l ocal /[-B-éhInb aS ANMBA nsmemdvieiros na me
Nt systvksysv shell

X Windows System

28
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s mb
SAMBA

23.5 SAMBA
SAMBA smb. conf

gl obal
net bi os name
SAMBA Net BI OS

net biaolsi ases
SAMBA Net Bl OS
server string

SAMBA

wor kgroup
SAMBA

admin users
SAMBA

encrypt passwords

SAMBA
Wi ndows
yes
hosts all ow
SAMBA (

hostsallow = 163.13.200. 163.13.201. EXCEPT 163.13.200.44
1l 163.13.200.44 163.13.200.* 163.13.201.*
hosts allow = im.tku.edu.tw

1l im.tku.edu.tw domain

29




hostsy den
hosts all ow SAMBA

( )

hosts deny = 163.13.200.

I/ 163.13.200.*
hosts deny = im.tku.edu.tw
1/ im.tku.edu.tw domain
inval i d users
SAMBA

invalid users = vic, tau, @job
/1 vic tau job

root directory
SAMBA

security
SAMBA sharueseser vedomn
user

shar e

user SAMBA

ser vejlr SAMBA
Wi ndows

domail|n Wi ndows

vaild users
i nval i d users SAMBA

l og file
SAMBA

max | og size

30



SAMBA 5000

comment

pat h

path = /homelvic

Il /homelvic
path = /var/spool/
/1

guest ok
SAMBA
no

read only

yes
writabl e
read only
print ok
printer name
availabl e
yes

browseabl e

yes

31
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23. 6

SAMBA —SWASBWAT
we-base&8AMBA SAMBA
SAMBA

2. 3SAMBA (
smaBaO. 1/ packaging/ RedHat/ smb. conf)
# This is the main Samba configuration file. You s
# smb.conf (5) manual page in order to understand t
# here. Samba has a huge number of configurable op
# many!) most of which are not shown in this examp
#
# Any |l ine which startlonyi tor a # (shemih)
# is a comment and is ignored. In this example we
# fommeowtry and a ; for parts of the config file t
# may wish to enabl e
#
# NOTE: Whenever you modify this file you should r
# to check that you have not made any basic syntac
#
#f=z===============z==gs====6Fddbat=SetrtFA============:
[ gl obal ]

# wor kgr eDuopmadand or WNakgroup

workgroup = MYGROUP
# server string is the equivalent of the NT Descri
server string = Samba Server
# This option is imporittarmtl | foows syeaurtiot ywestri ct
# connections to machines which are on your |l ocal
# following example restricts access to two C cl as
# the "l oopback" interface. For more examples of t
# the smb.conf man page

; hobbw al 192.168. 1. 192.168. 2. 127.
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if you want to automatically | oad your printer |

than setting them up individually then you'll ne

1
~

printcap name etc/ printcap

|l oad printers es

1
<

I't should not be necepsiamty spystspmltlypwmatunlhess

your s-sitsandarmr d. Currently supported print systems
bsd, sysv, plp, I prng, aix, hpux, qgnx

printing = bsd

Uncomment this if you want a guest account, you
ot herwise bbey'Usies Used

guest account = pcguest
this tells Samba to use a separate |l og file for
that connects

l og file = [/var/l og/ samba/l og. %m

Put a capping on the size of the log files (in K

max | og size = 50
Security medpl eMwst!l want wuser | evel security. S
security level.txt for details.

security = wuser

Use password server option only with security =
password -Ser Wearme= <NT

Password Level allows matchingrdffom_characters
all combinations of upper and | ower <case.
password | evel = 8
username | evel = 8
You may wish to use password encryption. Pl ease
ENCRYPTI ON. t xt , Win95. txt and Wi nNT.txt in the S

Do not enabl e tliou dp@tvieonm eardl e hose document s
encrypt passwords = yes

smb passwd file = /J/etc/samba/ smbpasswd
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The following are needed to allow password chang
update the Linux system password al so.
NOTE: Use these withd émaonby ptaspavsds word cks' adbmove.
NOTE2: You do NOT need these to allow workstatio
the encrypted SMB passwords. They all ow t
to be kept in sync with the SMB password.
uni x password sync = Yes
passwadm p=r dgursr / bi n/ passwd %u
passwd chat = *Naw*URe¢ Ky passevwy dNh Xchpasswor d* %

asswd: *all *authentication*tokens*updated*success

Uni x users can map to different SMB User names

username map = /etc/samba/smbusers
Usi nothewing | ine enables you to customise your
on a per machine basis. The %m gets replaced wit
of the machine that is connecting

include = /J/etc/samba/smb. conf . %m

Most people will find thapgernfhorsmampde.on gives bet
See speed.txt and the manual pages for details
socket options = TCP_NODELAY SO RCVBUF=8192 SO_
Configure Samba to use multiple interfaces
I f you have multiple network interfaces then you
here. Sepagédef omandetail s.
interfaces = 192.168.12.2/24 192.168.13.2/ 24
Configure remote browse |ist synchronisation her
request announcement to, or browse |list sync fr

a specific host or from / to a whole subnet (see
remote ber dwe 168N 3. 25 192.168.5. 255

Cause this host to announce itself to | ocal subn
remote announce = 192.168.1.255 192.168. 2. 44

Browser Control Options:

set | ocal master to no if you don't want Samba t

browser omkyouwt hreetwvse the normal election rules
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| ocal master = no

OS Level determines the precedence of this serve
el ections. The default value should be reasonabl
os | evel = 33

Domain Master specifiies Bambar t Br bws ¢ he Dloima
all ows Samba to collate browse |ists between sub
if you already have a Windows NT domain control]l

domain master = yes

Preferred Master causes Samba to fsoermceéumd | ocal b

and gives it a slightly higher chance of winning
preferred master = yes

Enable this if you want Samba to be a domain | og

Wi ndows95 workstations.

domain | ogons = yes

if you enabl e domaimayl ovpantascat ilpear oo

per user |l ogon script

run a specific logon batch file per workstation
l ogon script = %m. bat

run a specific |logon batch file per user name
l ogon script = %U. bat

Where to store rovingn5odndeWi (M)l y for W
%L substitutes for this servers netbios n
You must uncomment the [Profiles] share b
| ogon\vgdat o f Ble s

Al | Net BI OS names must be resolved to I P Address

Name Resol wes Q@rhkernaneeldl o esol uti on mechani sm to

the default order is host | mhosts wins bcast
system gethostbyname() function call that will wu
DNS or NIS depending on thiegseftdti alges oWwi ftelhccdbdmofs

and the /etc/resolv.conf file. "host therefore

dependant. This parameter is most often of use t
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# in order to resolve NetBlI OS names to | P Addresse
# The exampelxec lbuedleosw use of name resolution for mach
# on the |l ocal network segment
#- OR are not deliberately to be known via | mhosts
; name resolve order = wins | mhosts bcast
Wi ndows I nternet Name Serving Support Section:
WIS porTtel | s the NMBD component of Samba to enab
; wins support = yes
WI NS SelreMdrs the NMBD components of Samba to be a
Note: Samba can be either a W NS Server, or a Wil
; Wi ns=swerxey. z
WI NS -PTeklkys Samba to answer name resolution quer
behalf of a non W NS capable client, for this to
at |l ed&$ NSoServer on the network. The default is
; Wi ns proxy = yes
DNS Prtoexlyl s embar wor not to try to resolve Net BI
via DNS nsl|l oo¥wpsdefTatud tb diolrt versions 1.9.17 is vy
this has been changed in version 1.9.18 to no.
dns proxy = no
Case Preservati-osyshembeehanmldly i s _no_
NOTE: cTahnesbee set on a per share basis
; preserve case = no
; short preserve case = no
# Default case is normally wupper case for all DOS
; default case = | ower
# Be very careful withtcasae Deresaikt it iithygs'!
; case sensitive = no
#f========================= Share Definitions =====
[ homes]
comment = Home Directories
browseable = no
writable = yes
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# tknomment the following and create the netlogon di
i [ netl ogon]
; commemiork Nogon Service
; path = [/ home/ netl ogon
; guest ok = yes
: writable = no
; share modes = no
# tnomment the following to provide a specific rovi
# the default is to use the user's home directory
i [ Profil es]
; pat b p= o/fhdnmes
; browseabl e = no
; guest ok = yes
# NOTE: | f yosthwheeprni BSDsystem there is no need t
# specifically define each individual printer
[ printers]
comment = Al | Printers
path = J/var/ spool/ samba
browseable = no
# Sebl pa = yes to allow user 'guest account' to pr
guest ok = no
writable = no
printable = yes
# This one is useful for people to share files
; [t mp]
; comment = Temporary file space
; path = /tmp
; read only = no
; public = yes
# A plublaccessible directory, but read only, excep
# the "staff" group
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s [ publi c]

; comment = Public Stuff

; path = [/ home/ samba

; public = yes

; read only = yes

; write |ist = @staff

# Ot her exampl es.

#

# A private printkey , fuedabl @pownll ydata will be place:
# home directory. Note that fred must have write a
# wherever it is

s [ fredsprn]

; comment = Fred's Printer

: valid users = fred

; path = [/homes/ fred

; printer =rfreds_print

; public = no

: writable = no

; printable = yes

# A private directory, wusable only by fred. Note t
# access to the directory.

;[ fredsdir]

; comment = Fred's Service

; path = /Jusr/somewhere/ private

: valid users = fred

; public = no

; writable = yes

; printable = no

# a service which has a different directory for ea
# this allows you to tailor configurations to inco
# also use the %u option to tailor it by wuser name
#

The %m gets replaced with the machine name that
i [ pchome]

; comment = PC Directories

; path = Jusr/ pc/ %m
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; public = no

; writable = yes

A publicly accessible directory, read/write to a

createddinethery by users will be owned by the d

#

#

# any user with access can delete any other user's
# directory must be writable by the default user.
#

be specified, in whichecawredlby fiha&t woed di nst e:

i [ public]

; path = Jusr/ somewhere/else/public

; public = yes

; only guest = yes

; writable = yes

; printable = no
The following two entries demonstrate how to sha
users can plheaoe ftihlads will be owned by the specif
setup, the directory should be writable by both

sticky bit set on it to prevent abuse. Obviously

= O OH OH O

as many users as required.

;[ myshar e]

; mment = Mary's and Fred's stuff
; path = /J/usr/somewhere/shared

; valid users = mary fred

; public = no

; writable = yes

; printable = no

; create mask = 0765
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24 Proxy

24 .1
Li nux Proxy Squid
24. 2
Li nux
24. 2.1
LinuxProxy Squi d RedHat 9
SqQuRd5STARLE]L SquRd5. STABLEA4

(September 15, 2003)

http:/ / wwwacshgeu.iodr g/

http:// wwwacshgeg.ioder si ons/ v22./52.. 35T/ AsBgLuE4d. t ar . g z

root @ ocal host2.r50 oStT|A#B LtEadr. tzaxrv.fgzsqui d
root @ ocal he&sts.rSorAtB]JL#E 4c{d squi d

oot @ ocAa.l hoSTABIgE4]d# .|/ configure
root @ oca.l hABLEAS|qg/t i da k e
root @ oca.l hoSTABIgE4]d# make instal.l

,_|,_|,_|,_|,_|
-

squRd5. STABLE4.tar . gz
squRd5. STABLE@® )

rpm

[ root @ ocal-bDobtdaqoea]} # r gpmpmm

-Uv h dhcp
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24. 2.2

RedHat 9 (shrike)

BRI 4'1‘5.1

|I'j 'J.T!nF"'*IF' * Wi R
AN

& EEtRTTRE N
A ”

in REPHE

o
(B mmwmnnw | (QEreew| & s B b |
B -"a’-'-|""|'|
R M'“_
i F A o L P N (T e EriE
o) m_ EAFRRE I A A
B
|

- L RER E LRz 3 =y JINEN . .I"_!
(WE LT g R ae
[Bmewmanw | [Darssw | & s B b |

squi d
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24. 3 P rxoy

Proxy Squid Squid. conf
[/ usr/ 1l ocal /(squid/ etc )
1. root nogroup

[ root @l ocal host root]#|groupadd nogr

2. [ usr/ 1l ocal squid

[ root @ ocal host root]#|cd /usr/ |l ocal

[ root @ ocal host | o€cRlggiuichown nobody.
3. sqgui dwap ( cache )
[ @botal host |l ocal]# c¢cd|/usr/ |l ocall/l sqg

[ root @ ocal wost sbin]#|./squid

/' usr/ l ocal / squcdthar
/ 00/ [/ 01/ 06B2]/ 256

Proxy squid /' usr/l ocal / squid/ bin
RunCachSecript

[ root @ ocal host sbin]#|cd /usr/ Il ocal
[ root @ ocal host Dbin]# |/ RunCache

Red Hat Linux nsysvt ksysv shell
X Windows System
dhcpd
DHCP ( RPM )

24. 4 Proxy
Squid. conf squid. conf

squid. conf
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.NETWORK OPTI ONS )
.OPTI ONS WHI CH AFFECT THE NEI GHBOR

A WON P

)

SELECTI

.OPTI ONS WHI CH AFFECT da&Eh &€ ACHE )SI ZE
.LOGFI'LE PATHNAMES AND(CACHE DI RBCHh@RI ES

.OPTI ONS FOR EXTERNAL SUPPORT) PROGRAMS

.OPTI ONS NORTHENCAGCHEhe )
.TI MEOUTS
. ACCESS CONTRQLS

OOPTI ONS FOR THE CACHE (REGhS8TRAT) ON SERVI

5
6
7
8
9 .ADMI NI STRATI VE PARAMETERS
1
11HTTRDCELERATORhOPPHHONS
12MlI SCELLANBOUS

13DELAY POOL PARAMETERS

squi d

http_access
access controls 1ist

http access deny all
htt p_aalclceebsls

http_port

squid 3128
icp_port
squid | CP 3130

cache_peer

Pr gx parensti bl i ngparent
Proxy sibling Proxy
cache peer http ppartt i cp
cache_peer p2.test.com.tw p g
cache peer sib.test.com.tw

43
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cache_dir

cache
()

cache_dir wufs Jusr/local/squid/var

cache /usr/local/squid/var/cache 100 MB 16

256

cache_mem
squid 8 MB
acl
access control I i st
al aclname acltype stringl
acl aclname acltype "file"
acltype src dst srcdomain dstdomain
ti me port proto method browser wuser
src
acl acladoe ess¢anleipanaps k) (
acl ac!l naanded rs2r/cn eatdjyudar sik (
dst
acl aclwadmeedst niep masKk hp ()
srcdomaicn i ent
acl aclname srcdomain foo.com
squi d cl i einpg DNS
dst donma
acl aclname dstdomain foo.com

client URL
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ti me

acl acl naarbeb rtea wsd]?2 [ [dly:-hrhlh mmin
daaybbr evs:

S— Sunday

M- Monday

T—- Tuesday

W—- Wednesday

H- Thur sday

F- Friday

A- Saturday

hl: ml h2: m2 [ hh:hrhmm]
port
acl aclname port 80 70 21

acl acl A®dBel par.t 0)

proto

acl aclname proto HTTP FTP

met hod

acl aclname met hod GET POST

24.5
Proxy
Proxy
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2. Bpache

2. 5Apache Server

|l nternet :
Worl d Wide WeWWW or Web). Web Page

|l nternet ,

Web Serlviemux WWW Server apachernmcsa
httpd WWW Serve
Apache Li nux
Li nux Apache
http:// www. apache. org

2. 5Apache
1. Apache
Apachehttp:// www. apache. or g/
http://httpd. apache. org/ downl oad.
UniSxour bet-BdB Xt ar . gz

# lynx http:// httpd. apache. org/ downl oad.

Apache HTTP ServePGP Apache
KEYS ks y e keys ring
# pgp < KEYS

# gpgmport KEYS

PGP PGP Apache
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2.

# pgp -BtKdar.gz. as

# gpyeri fy-2htBtXptdar .

Good astiugrne from use

Apache
Apache

# gz-dpht-2p @8Nt ar . gz
# tar xv-£2_ BNt pd

Apache
cofni gur e

c

gz.

r

asc

"Martin

Kr aemer

./ configure

# ./ confpgafex=PREFI X

configure

configure

# make
# make instal/l

47
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Makefil e
ma k e
make instal
pache
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5. Apache

httpd. conf
Apache HTTP server
#PREFbXn/ apachect!| start

http:/ /1l ocal host

Do c unoeontt R i ndex. ht ml Apache
Apache
# PREFI X/ bin/ apachectl|l stop
Apache Apache
Apache
2.5.3
Apache prexfix/ httpd. cor

# VAREFt#®&nf/ httpd. conf

httpd. conf Apache

Apache

Server Type standal one/inetd
httpd st andal one i net d

LoadModul e
Apache

Server/Riosoftocal / etc/ httopd
server server
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Por8t0

port httpd ,
80 : Por8t00O0 URL
http:// xx.80x0.0x x. xx1203 root
ScoreBoardFile | ogs/ apache _runtime_statu
server

Apache
Host NamelLoofkups on/ of
Host Name httpd
DNS I P DNS
httpd

PidFile | ogs/ httpd. pid
server

BindAdd®pasgd3. 128.0

Apache *
| P Domai n Name

Ti meout 300

KeepAl i ve On

TCP " Of"f

LoglLedveeblug/ i nf o/ hetroe/ warm/ al ert/ emerg

emerg — "Child cannot open | ock ftile. EX
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al ert "getpwuid: couldn't determine useE€e

crit "socket: Failed to get a socket,
error "Praetrur e end of script headers™
war n "child process 1234 did r
SI GHUP™
notice "httpd: caught SI GBUS, attemptin
i n "
i nfo "Server seems busy, (you| may nee:

StartServer s,paorre SWirnv/eMasx)s . . "

debu "Opening config file .. ."

«

Cust oniLiolge/ pi pe
server

Max KeepAl i veRequests 100

0

KeepAliveTi meout 15

Listen 12.34.56.78:80
port

ExtendedStatus On
Apachseer vsetrat us
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Useapache
Group apac
apahce

Server Ad mi

Server Name

DNS

UseCanoni c
Aphe
Of f

he
nobody

n - daodmmai i nn@ycoount

|l ocal host: 80
Apache DNS

DNS I P

al Name Of f

URLSERVER_SIARRMMEER_PORT

Apache

On Apache Server Name

Document Ro

ot "C:/ Apache2/ htdocs"”

User Di r -hptunbl| i c

pubthitcml

<Directory

home
Di sabl e

[l usr/ |l ocal / apache/ htdocs>

<Directoxa/yDi rectory>

<Directory ~

A www A9 ]*¥{/3[}0" > I www

51
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Option Al

None
Foll owSy mLiApla< h
Server Symbolic |ink
Al l owOverriji de . htaccess
None Al

. htaccess

None
deay | P
all ow | P
order denvyal | ow
<| f Modul e test>.. . </ | fModul e>
| f Modul e | f Modul e
not
® Modul eName
® | Modul e Name
Directorylntdemk index. html.var
AccessFil eName . htaccess

.htaccess

TypeConfig /etc/ mimne.types
"mi me.types mi me. types

Default Type text/plain
Server

52
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Host name Loo

kups

www. apache. ©Ofd I

of f

P

On
204 .

Error/ilvag /| og/ httpd/ error _|I
server

Ap a cHTeT P

Server Signature On
seev (
On server
server em
Al ias [ feansivww/ i cons

FTP
Oof f
ai l

Script Al thaisn“// egr / www/’nc g i

scriopt

CacheRbetc/ httpd/ proxy

Cache

CacheSize 5
Cache

Cache

KByt e

Cache Gceclnterval 4
Cache Size
CacheMaxExpire 24
Cache
3.
NameVirtual Host 12.
Na metMiiarl Ho s t 12. 34.
| P P
(Port)

53

34.
56.

24

78

56.

62.129. 132
0g
)
emai |

Cache

Cache
78: 80
I P



<Virtual Host * - 80>
Il nternetl P

Serveebhdmsheh@dtummyampl e. com

WebBver Eamil

Document Root -h/owsww/edxoacnsp/ | deu. ntcnoym

Ser ver Naonset .deuxnammyp | e. com

ErrorLoghbefgséHdanemyreo.rc olno g

Cust omL o gh ol sotg. se/ xdaurapolgee.scsom o0 g Cc ommon

</ Virtual Host >
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. 6 Mg sqgl
My SQL SQL SQL
My SQL /
mysql d
SQL
SQL My SQL
My SQL SQL
My SQL 1996
My SQL 40 10,000 500
7 100 ( GB)
My SQL
My SQL
My SQL “My Ess Que HMNMEQVUEL
My SQL
CPU

C C++ EiffelavaPerIPHPYythonTCL ARIO
My SQL AP I
4.2 MySQL
123 4 8 / FLOAT
DOUBCHAWRARCHARKBL OBATEI MEATETTIMEESTAMP
YEABET ENUM
onsweep -mal ni

(join)

SELECWHERE
mysql > SELECT CONCAT(first_name, " ", | ast
income/ depeh@60A0sAND age > 30;

SQL

SQL GROUP BRDER BY
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( COUNTOQUNT( DI AVIGN®TD (SSUMMA X () MI N( )

ANSI SREFT OUTERODBA N

ODBC for
Access

16

My SQL

Wi n@RBC 2. 5
My SQL
B

116
256 My SQL )
CHARVARCHAR

50,000,000

| NSERT

GNU Aut omake | iAMbuttoooclo n f

(purify)

my i samc hk
| SBAB 519 Latinl a,

and o

| 8B 519 Latinl

| 88519 Latinl ( )

My SQL

SQLO9?2

DELETESEREPLACHBPDATE ( )

TCP/ I P Uni x socketNT

My SQL

My SQL SHOW
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2. 6M2s gl

1. My s g |
My s q | 4.0 My s q |
http:// www. mysql . comVly s gl
http://www. mysql.com/ downl oads/index. ht ml
my s-gt anddarBdpel i nug86.tar . gz
2.
My s q |
1. My s q | My s g |
2. My s q |

# groupadd mysaql
# userfgadmy s gl my s q |

3.

# gunzi p-\RER®yIsQN. t ar-xg# | tar
my s-YERSI ON

4 . my s-YERSI ON

# cd mAESRIS 1 ON

5. configure ma k e
# ./ confpgafex=/usyrs/iglocal / m
# make
configure ./l conf+4+hgeallr g

6 .
# make install

root
7. My s q | MY SQLI
# scripts/ mysql _install _db
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My s gl
cheRvnr oot [l usr/ 1l ocal / mysaql
cheRvnmgyls / usr /| ocal / mysqgl/ var
chgR pmysqgl /usr/local/ mysql

H H H o©

root
my s q | my s q |
9. my s q |
My s q | suppbrtes/ mysqgl .server
10. My s gl

My s gl
# Jusr /|l ocal / mys g f-eubsienr/=mmyyssqqglld _

. 6 M@ s gl

my s q | my s q |
My s gl my s q |
ueri es my s q |
my s q |

# myshelp

1.
mysql -h

_u _p
# myshglhosat uspr
Ent er paSSWOFdZ * *x Kk Kk *x Kk Kk *
Enter password * ok ok
# myshglhosat uspr
Ent er paSSWOFdZ * *x Kk Kk *x Kk Kk *
Wel come to the MySQL monit okg.. Commands

Your MySQL connection id is 25B8f§ to ser:
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Type '"hel\p, " for hel\p: Tgpel ar the buffe

mysql >
mysql > my s q |

anonymous
#mysql

mysql >
mysqgl >QUI T
Bye
2. QUERI ES
mysql >

My s ql

mysql > SELECT VERSI ON() ,

e = o = = = o oo cmomoeosnns + - - - - - -
| VERSI ON() | CURRENT _
e = o = = = o oo cmomoeosnns + - - - - - -
| 3. 22 .0290 a -0132 9 9 |
e 5 o soocemeoo o = o = = = o + - - - - - -
1 row in set (0.01 sec)
mysql >
my s q |
[ SQL (
QUI T )
o my s q |
my s q |
® mysql
o my s q |
3.
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SHOW server

mysql > SHOW DATABASES;
e

| Dat abase |

+ - - - -+ - - - -
| mysql I
| test |
+ - - - -+ - - - -
server mysqt est M s ql
Mysql server test
[

creat

mysql > CREATE DATABASE menageri e;

USE

mysql > USE menageri e
Dat abase changed

USE
my s q |

# myshglhost us-p menageri e
Ent er paSSWOFdZ * *x Kk Kk *x Kk Kk *

SHOW TABLES

mysql > SHOW TABLES,;
Empty set (0.00 sec)
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CREATE TABLES

mysqgl > CREATE TABLE pet ( name
-> species VARCHMR(120,) ,bisretxh aHAT E,

pet SHOW

mysqgl > SHOW TABLES;

= = = = = = = = = = = + - - - - - - - - -
| Tables in menagerie |
= = = = = = = = = = = + - - - - - - - - -
| pet I
= = = = = = = = = = = + - - - - - - - - -

DESCRI BE

mysqgl > DESCRI BE pet;

= o = o c9= = = = = = o G o o dmococods o o oo odm o oo od
| Field | Type | Nul I |
= = = o c9= = o = = = o G o o dmococods o o oo odm o oo od
| name | wvarchar (20) | YES |
| owner | wvarchar (20) NULYNES
| species | varchar (20) | YES
| sex | char (1) | YES |
| birth | dat e | YES |
| death | date | YES |
o= o = o deccocos o o odis o o gmooocds o o o odm o oo oo
o
| NSERT
my s
mysqgl > | NSERT I NTO pet
-> VALUES
(" Puffball"™," Diane' ,h -0B830ms,tNeUuL'L,)";f "
YY YWD D NULL
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NUL L \N
pet . txt

mysqgl > LOAD DATA LOCAL |INFILE "pet.

[ ]
SELECT

mysqgl > SELECT * FROM pet;

= o = o = demccooeos dooooos cdfs o = diccos o o o dEcococooooo + - - - -
| name | owner | species | sex
= = = o o dmocoooooo dooooos cdfs o = diccos o o o dEcococooooo + - - - -
| Fluffy | Harold | -6at4 | NULLf

| CIl aws | Gwen | -63d81t7 | NULLm

| Buf fy | Harold | -881g3 | NULLf

| Fang | Benny | -8 82g7 | NUL Lm

| Bowser | Di ane | -6883g1 | -0 9P99%5m |

| Chirpy | Gwen | -6 Blrld | NUL Lf

| Whistler | Gwen | -t ROrod | NULLNULL
| Sl im | Benny | -8 A2a% e| NUL Lm

| Puffball | Diane | -8B 83nbs tjerNUYL Lf

= = = o o dmocoooooo dooooos cdfs o = diccos o o o dEcococooooo + - - - -

Bowser 1989

mysgl > DELETE FROM pet:;
mysqgl > LOAD DATA LOCAL |INFILE "pet.

UPDATE

mysql > UPDATE pet -68683T1"biWHEREDB 0"ale9e8ro=; "

62

X t

X t

1
1
1
1

1
1
1



UPDATE

SELEONHERE

mysqgl > SELECT * FROM pet

= = = = decocooo Gt o = o cdm o o desocos o = o de
| name | owner | speci e
= = = = decocooo Gt o = o cdm o o desocos o = o de
| Bowser | Diane | de0g831
= = = = decocooo Gt o = o cdm o o desocos o = o de
1998

WHERE name

e N
dse a|t hs e x |
e N
| - 926895 | |
e N

mysqgl > SELECT REFBROMt petfWHEO98

= = = o = demccooos +
| name

= = = o = demccooos +
| Chirpy

| Puffball
= = = o = demccooos +

= = cdfs o = diEscos o = o dEocooooo +-- -

owner | species | sex

= = cdfs o = diEscos o = o dEocooooo +-- -

Gwen | bOiotd | NUYLEL

Di ane | hOasth®t gr NULL |

= = cdfs o = diEscos o = o dEocooooo +-- -
ANDOR

mysqgl > SELECT * FROM pet
-> OR (species =

WHERE (spe

"dog" AND sex =

= = = ods = = o deucoocooo cde o = diEcoos o o= oo O
| name | owner | speci e
= = = ods = = o deucoocooo cde o = diEcoos o o= oo O
| Claws | Gwen | calt31 7
| Buffy | Harold | de0Ogsl 3
= = = ods = = o deucoocooo cde o = diEcoos o o= oo O

FROME

mysqgl > SELECT name

i
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birth

s | sex |

| NUDL
| NULL

FROM pet ;

= "B
[birt
1989
| bi
| 19
| 19
ci es
LRI
birt
1994
1989



| Fluffy -0204 1/993
| CIl aws -0317 1199 4
| Buf fy -0 5613 1/989
| Fang -0827 11990
| Bowser -0831 1989
| Chirpy1l-09181 |

| Whi st efd209 1997
| Sl im -04219 1]996
| Puffbal-D330 11999
= = = o = dmococooooo -+ - - - - -

FROMVHERE

mysql > SELECT name, species, birth FROM

-> WHERE species = "dog" OR species = "
= = = = decocooo sl o o= oo o= oo + - - - - -
| name | species | birth |
= = = = decocooo sl o o= oo o= oo + - - - - -
| Fluffy | ca0204 | | 1993
| CIl aws | ca0317 | | 19914
| Buf fy | do@513 | | 1989
| Fang | do@§87 | | 1990
| Bowser | do§81 | | 1989
= = = = decocooo sl o o= oo o= oo + - - - - -
6 Mg s ql

sel ecitnseuptdat del et e

1.

My s gl

my s q | -u
2. Mysql

us edrbh osttabl es_@olivyumns _priv
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my s ql ) My s gl

My s gl My s gl

sel ect Select _priv
i nsert l nsert _priwv
updat e Update_priyv
del et e Del ete_priv
i ndex l ndex _priv
al ter Alter _priv
create Create_priyv
dr op Drop_priwv
grant Grant _priv
referenceRefaces_priy
reload Rel oad_priv
shutdown |[Shutdown _priv
process Process _priy
file File_priv

®@ selechseupdatdeec!l et e

® i ndex

® a ter
ALTER TABLE
® cr eatder op

® grant

e fil e
LOAD DATA SBNFHAQTE . . . | NTO OUTFI LE

my s g |

3. Mysql server
My s q |
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My s gl

M gl

L my s q |

° mysql server server

4 . my s q |
My s gl server root
server

testtest
root

password()

# mysuglr oot mysql

mysql > UPDATE user SET Password=PASSWORD
WHERE user="root "' ;

mysqgl > FLUSH PRI VI LEGES;

mysqgl admin

# mysqgl-admbnot rpdasnsewwo password

5.
GRANTNSERT
root my s q | i nsert
rel oad
GRANT

# mysgber =root mysql
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mysqgl > GRANT ALL PRI VILEGES ON *.* TO mo
BOENSbObmMEEDIi ng' W TH GRANT OPT

mysqgl > GRANT ALL PRI VILEGES ON *.* TO mo
| DENTI FI ED BY 'something' WIT
GRANT RELOAD, PROCESS ON *.* TO ad
GRANT USAGE ON *.* TO dummy @l ocal

\%

my s q |
my s q |

\%

| NSERT my s q |

# mysgber =root mysql
mysqgl> | NSERT I NTO user
VALUES('l ocal host', ' monty', PASSWORD(' som

IYI ,IYI ,IYI ,IYI ,IYI ,IYI ,IYI ,IYI ’IYI ’IYI ,
mysql > I NSERT I NTO user VALUEB{(h®&"' ), mont"

Y';,'y'",) 'y, "y, "'y, "y, "Yy","y" "y "Y',
my s q | | NSERT | NTO user SET Host="local h
Rel oad_priv="Y" Proces:
mysql > | NSERT I NTO user (Host, User, Passw
VALUES('l ocal host ', " dummy'

mysqgl> FLUSH PRI VI LEGES;

\%
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2. Ftp

2. 7PLoftpd

ProFTPDUni x Uni x ( Li nukFr,eeB)SD
FTP (GPL)
GPL
ProFTPD FTBerver Uni x
Uni x FTBerver wuf t pd
wuf t pd
Win32 FTBrver wuf t pd
ProFTPD wuf t pd

wuf t pd

ProFTPD FTBerver
FTBerver

ProFTPD
) Wb Ser ve
[ ".ftpaccess"” Apache
“".htaccess"”
[ ) FTRerver FTP
o (Il oad) (st anldone)
inetd
[ FTP

® ProFTPD

[ Uni x user/ group
o (st anldone)
root Uni x
[ ut mp/ wt mp wuf t pd
° Shadomwb&!p; password
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2. 7PRPoft pd

P r opfdt Proftpd

http://proftpd.linux.co.uk/ftp
prof-ipd. 9.tar. gz ver1l.2.9

# ¢cd [/ usr /|l ocall/ src

# tagxvf [/ rootl.pr. ot pdz
prof-ipéd.

# cdrof-i p 8.

# ./ conf-ipgruerfB RREERI X

>- enabslhea d-oewn a baluet o shadow

>-wi tnMhodul es=mod_modul el: mod_modul e2: mod _n
PREFI X -enabslheadow

-enabaluvuet oshadow /etc/ shadowTP

# make
#makenstall

Proftpdnetd /| etc/inetd. conf
ftp stream tcp nowait root in.ftpd in.ftp
ftp stream tcp nowait root in.proftpd in.

process | isteningtd proceS SHUP
i n. ProFTPD
hosts.all ow
Proftpd

® proftpd.cong
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proftpd Proftpd
http:/ /dprloifntupx . co. uk/ docs/ directives/ confi
® proftpd
proftgddmeno proftpd proftpd
proftpd

#pr of-cpd

® ftpctoun
proftpd ftpcount

 ftpshut [-d [ ]

ftp ftp

-1
-d

+mi nut es
MMHH MMHH

® ftpwho

#ft pwho

standal one FTP daemon [8451]:
10194 badpi 6cthl 10smi6s (i dl e)
Service cl ass - 1 user

. 7PBoftpd

Proftpd. conf Apache HTTP serAswpearc he
Proftpd
#
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<DI RECTORY >...</ DI RECTORY>

<NONYMOUS >. </ ANONYMOUS>

<LI

=

. ..</ LI MIT>

CWD Change Working Directory
MKD MaKe Directory

RNFRReName FRom

DELEDELEt

RMD ReMove Directory

RETRRETRI eve Server Client
READ

WRI TE

STORTOReE Client Server
ALL

O O O 0O o o o o o o

proftpd proftpd. conf

# This sample configuration file illustra
# anonymous directories, and a guest (sam
# requires a valid password to | ogin)

Server Name "Proftpd server?
cl i enftt p

ServerType standal one

proftpd standalionneet d super
daemon inetd standal one
SyslogLevel emerg

server emerag erctri €rr omar n

noticafo|debug

SystemLog/var /|l og/ proftpd. |l og
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# Port 21 is the standard FTP port.
Port 21
21

# | f you don't wanti nigorimalatusaelrls, luongcgo mme n
# next section

#<Limit LOGI N>

# DenyAl |

#</ Limit>

# Set the user and group that the server

User nobody
Group nogroup
proftpd /| etcl/ passwd

[ etc/l group

Def ault Root ~ badbird

# To prevent DoS attacks, set the maxi mum
# to 30. I f you need to allow more than
# at once, simply increase this value. N
# isnt andal one mode, in inetd mode you shou
# that allows you to |imit maximum number
# (such as xinetd)
Maxl nstances 30

30

# Set t he maxi mum number of issecaolnldoswead dat
# to "stall" before being aborted.
Ti meout St all ed@00

# We want 'welcome.msg' displayed at | ogir
# i n each newly chdired directory.

Di spl ayLogi wel come. msg

Di splayFirst @mbdsnage
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# Our "basic" anonymous configuration, in:
# upload directory ("uploads")
<Anonymous ~>
Umask 002
# Al l ow | ogins if they are disabled abo
<Limit LOGI N>
Al | owAl |
Al Il owAl |
</ Limit>
# Maxi mum cl i ents with message
MaxClient$§ "Sorry, max- t%ny uasgearisn | ater "
5
RequireVal iodfShel |
proftpd etc/ passwdtp shell
AnonRequi r e Poafsfswor d
User ftp
Group ftp
processsergroup
# We want clients to be able to I ogin wit
User Ali asanonymous ftp
# Limit WRITE everywhere in the anonymo
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<Limit WRITE>
DenyAl |

</ Limit>

# An upload directory that allows storir
# or creating directories.
<Directory wupload/ *>
<LIi mit READ>
DenyAl |
</ Limit>

<Li mit STOR>
Al Il owAl |

</ Limit>
</ Directory>

</ Anonymous >

7. 4

wel come. msg

%T

%F

%C

%R Client
%L Server
%U

%M

%N

E FTP emai |
%i

%0

%t +

guest
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# gqgr
# uUusS
# uUusS
# uUusS
# pa
# mk
# mk
# mk
# ch
# to
# to
# ch
# ch
Def a
Di sp
Rat i
Save
Rat i
Rat i

ftpuséetpuséetpBuser 3
ftpguest

oupadd ftpguest
efrM-ddf t pgeesbin/false ftpuserl
efrM-ddf t pgeesbin/false ftpuser?2
efrM-ddf tepsgte / bin/ false ftpuser3
sswd ftpuserl

ftpguest
dpi r/ var / ftp2
dpi r/ var/ ftp2/upl oad
dpi r/ var/ ftp2/ work
mod775 /[ var/ ftp?2

uch /var/ftp2/work/ratio.dat
uch /varaAftp2twmpr k/r
oRvnf t puser 1: ftpguest /[/var/ ftp?2
mod 666 /[/var/ftp2/work/?*

proftpd. conf

/ var/ ftp?2
ul t Root [ var /[ ftp2 ftpguest

|l ayLogin wel come. msg

0s on
Rati os on

oFi | e /| wor k/ ratio. dat
oTempFil e work/ratio.tmp
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<Directory [var/ftp2/ wor k>
<Limit AlIIl >
Denyall

</ Limit>

</ Directory?>

/[ var/ ftp2/ wor k

User Rati o ftpus6r0l 2 100000

User Rati o ftpus®6r02 130000

User Rati o ftpus®6r03 130000

User Rati o

User Rati o " fileratio filequota byterati
fileratio 0

filequot a 0

byteratio [ 1: byterati o]

bytequot a Koy t es

<Directory /var/ftp2>

Uma s k 002

Transf eRRARBOgr oufpt pguest
<LI mit WRITE>

Denyall

</ Limit>
</ Directory?>

[ v afrt/p 2
<Directory [/var/ftp2/upload/ *>
<LI mit READ>

Denyall

</ Limit>

<LI mit WRITE>

Al |l owal |

</ Limit>
</ Directory?>

[ var/ ftp2/upl oad/ *

ftpuddapuddadPpusel
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2. 8endmai |

2.8.1
emai |
Mai | , Uni x ,
( SMTP) SendmaiSima(i I, MU A
, MUA
, MTA (Mail Tnaphsport Age
MUKNT A , Mai |
SMTP (Simple Mail Transfer Pnboeoonet, RFC
( RFC 822 ) SMTP
( Ehdend) , '
I nterneMai l ,
Maiat eGvay Mai | Rel ay)

(1)

2.8.2sendmai |l
sendmai |
http:// www. sendmail . orgendmai.l108. 12

# tar zxvf-8séBdmBitar. gz
sendpBaill2. 10

# c¢cd seB8dmdi 0O

7



# sh Buil d

sendmai |
cf/lcft config. mc
# cd cf/ cf
# cp generic.linux.mc config. mc
config. mc . cf

# sb Build confi.cf

sendmai |
# cd /tempBsé@ddmail
# sh Build instal

sendmai |
# [/ etc/rc.d/init.d/sendmail start
2. 8s8ndmai l
)
[ etcc/ aliases

jason j asonkaol975
] asonkpasonkaol975
] ames Jjamesl|l eel977
mary maryl i nl1978
of ficejasonkaol975, Jjamesleel977, maryl.

of fice
jasonkaol975,jamesl eel977, maryl inl978

)
tel net
ftp
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chshs [/ bin/false

()

/[ etc/ mail / access

I P

OK
RELAY
REJECT
DI SCARD
makemaphash /etc/ mail/access.db < etc/ mai

2.8. 4 POP3 MPA
sendmai |

POPI MAP LI NUX

RedHatr pm
| MPA pm

rpmi vh 2naOpl &8. 1 386 . r pm

RedHat POPI MAP

[ etc/ servi cesPOPPOPB MPA

73 ->#p@pl09/tcp postoffice # POP version
->pe2p 109/ t cfpf ipcoest#o POP version 2
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74 - >#p@pl109/ udp
->pe2p 109/ udp
75 ->#pB8pl110/tcp # POP version 3
->pe3p 110/ tcp # POP version 3
76 - >#pB8pl1l10/udp
->pe3p 110/ udp
91 ->#imap2 143/tcp Iimap # I nterim Mail A
->I map2 lédmapcpg I nterim Mail Access
92 ->#i map2 143/ udp i map # Protocol v2
-> map2 143/ udp i map # Protocol v2
125->#1i map3 220/ tcp # I nteractive Mail A
->  map3 220/ tcp # I nteractive Mail Acc
125->#i map3 220/ udp # Protocol v3
->i nBap220/ udp # Protocol v3

POPI MAP
/ etc/ xintend. d/ i map
service i map
{
socket _type = stream
wai t = no
user = root
server = Jusr/ sbin/imap

| og_on_sttctl®S3 DURATI ON
l og_on_farHOB®

d sabl e = no
di sabl e =nges
POP3 /[ etc/ xinted. d/ipop3

service pop3

socket _type = stream

wai t = no

user = root

server = Jusr/ sbin/imap

| og_on_sttctl®S3 DURATI ON
l og_on_farHOB®
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di slaeb = no
di sabl e =nges
}
POP2 /[ etc/ xinted. d/ipop?2
service pop?2
{
socket _type = stream
wai t = no
user = root
server = Jusr/ sbin/imap
|l og_on_stctEl®S3T DURATI ON
l og_on_farHOB®
di sabl e = no
di sabl e =nges
}
xi nted
# / etc/lrc.d/i1nit.d/ xinted reload
. 8.5
sendmai Is.ecnvd mai | domai n
sendmai | Linux
/| etc/ sendmaehdmwi | domai n
#
# - - domai-n-:
vli.test. domain
v2.test.domain
domai n mail .vl.test.domain
mai | v2.test.domain | P Al i as
DNS d o ma i MiX A
vitestt®t2test2sendmai l
viteslt.lt@vst . domdtast2@v2.test.domain

vitestvli2t est 2 POP
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server mail . v1l.testmadioomavizn. t est . domai n
redhat52. siyongc. domain

vl.test. dobmhatast. domain test

[ etc/ mail/ virtusertabl e

test @vl. testlltdemain
test @v2.tesRPtdemai n

makemaphash /etc/mail/virtusertable.db < /
service sendmai l restar
vilitest1l tset @vl. test. domain

test @v2.test. domatast 2 vilitest1l
POP servermail . v1l.test .vd2otneasitn2
mail .v2.test.domain

vl v2 domai n t est

testvlil vV 2 v2test 2
t est

lusr/ 1l ib/linuxconf/Ilib/vpop3d

1. | P Alrioaust iDINgS domai n
A vli.test.domain

$TTL 86400

@ I N SOA |inpus64.dmz. domai n. root. |l inpu.
( 00071401 72000 3600 3600000 864

@ I N NS |inpus64. dmz. domai n.

@ IN MX 10 mail .v1l.test.domai n.

@ IN A 203.30.35.132

ma i | I N A 203.30.35.132
I'N MX 5 mail .v1l.test.domai n.
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2. /| etc/ sendmai |l . cf
cp /etc/sendmail .cf /[/etc/sendmail.cf.bak

3. /[ etc/inet d. cpoeBpf
poB stream tcp nowait root /usr/sbin/tcp
lusr/ 1l ib/linuxconf/lib/vpop3d ipop3d

4 .
service Iinet restart
5.
l i nuxconf
6 . Config Net wor ki Bgr ver- >t aVakisl del i very
system (semrdBasbyfConfigure virtual email
7. Tab Add Virtual domain (fqgdn)
domai n vli.test.domain
8 . Tab Accept Enter
9. Tab Quit Enter
10. “ Generating /etc/sendmailTakf 7
Yes Enteéer Tab Yes)
OK
11. Config Use accomnbpeci al -accvauntusal
POP accounts (mail only)
12. Enter
13. Tab Add Login name t est
14. Tab Accept Enter

83



15.

Tab
16. Tab
17. Tab

changes

server

Ent er

Accept Enter OK

Quit Enter
? Enter

(mail .v1.test.
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CBWi ndows

3.1 1S (I nternet I nformation Server)

Il nternet
|l ntranet I IS
Mi crosoft PrOewnyt iSeroatr®i Ser 8eravcekrOf f i cea

Il nt er neltn tnreat

Windows 2000 BesBv®ro Wi ndows 2000
Server I 1S 5.0
I 1S 5.0

mWorld Widw Web Publishing Service (WWW
(Web Server)

mFTP Publishing Service (FTP Service)

(FTP Server)

s SMTP vSec e
( Mai | Server)

s NNTP Service
(News Server)
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31.

N > / Wi

Il nternet Il nf or mati on

Windows TR
Yool LR R Windows 2000 T5i5 -

ISle$ v i

INFATR IR T ) SHIEERTAIR - B ARE T REeZieala it -

MAMRHETAT - 3F5iE BREEHA] -

i

| EPIndexing Service 0.0 ME il

¥l {8 Internet Explorer 0.0 ME

0 Y& Internet Information Services (I13) 182 MBE

[ S5 Management snd Monitoring Tools 09ME

A I1% services (E1E Web B FTE) » LAR FiontPage ~ 881 ~ AR ~ HH
EEERR BN LSRRI R -

$BH EERR ISR, 409 ME o
B o] PR ZER: 2044 7 ME SEREEND.. |

<@ | [FT2w:]

HiiH

ndows

ces
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- I nternet

I IS

YE Internet Tnfoormation Services B [ 4
Jﬁxﬁu pm || ¢ » | @ 0B @[ 2] 5| |

44 B | e | BRE | TEEaE | IP fsrdik
T . ENTERE FIF 365 BT TESTTE
? ;ﬁemﬁt ormation Services aﬁ%ﬁ"ﬂ Web 352 Shim ¥ 2 EEE-
% TESEE FIP b B FAREIE Web b & TP * 3 REER:
o) TR Web S TR SMTP FEEHEIRSE BiTeh * B orqes
-l FAREIE Web 355 T8 NNTP EAHEIRE EhiT o ¥ g

i U TSR SMTP EBHZIIRES
& TR NNTP EEHEIRES

| | -
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32DNS (Domain Name System)
32.1
DNS
I nternet | P
address I P
| P addr ess
( FQDN) (Fully Qualified Do
Name , FQDN)
DNS
| P addr ess |l nt ernet
32.2
u (Root domai n)
DNS T
(TTepvel DomB) BNS server DNS Server
Root DNS Server
DNS Server
u (TTepvel domai n)
com
edu
org
t w
cn
bi z New
museum New
u ( Seeloenvdel domai ns)
i bm. com
t ku. edu
w3o.r g Worl d Wi de Web
president. gov. tw
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[ | (Subdomai n)
sales. mycom. com

[ | (Host Names)

sales
sal es. mycom com

WW\W malil Computerl
VWWW. | m mail.im Conmput er 1. sal es
DNS
Client DNS www. i m.tkul Pdu. tw

Client DNS
www. i m. tku. eduUPtwClient Root DNS

Root DNS Client t w
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DNS Server

t w www. i m.tku. edu.
edu DN Client eduDNS
Client t KuDNS
t KuDNS I P
I P Client

Client 163.13.200P33

DNS Servers

www.im.tku.edu.tw
163.13.200.33

[ ]

163.13.200.33

www.im.tku.edu.tw

http://163.13.200.33

Client

/ Wi ndows
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Option Explict
VBScript Vari ant

Set
VBScript

Dat e

VBScr iSatr ()

A=sqr (9A=3

4
VBScript + - /
\
&
VBScriptIlf...Then. .. &dlsect
Case
Il f. .. Then. .. EI se TrueFal se
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Il f. .. Then. .. EI se Sel

Do. .. Loop: ©or
While...Went:"”
For. .. Next:

For Eablhbhxt:

5 ASP
ASP 7 7
h Request
h Response
h Application
h Session
h Server
h Gonnecti on
h Gonmand

Reques--
Request @Doki e

Responsd&kesponse

Response.

Response.redirect
Applicat-d-on
( ) Application
Sessi on-
) SessionSession
Session

Server -Server
Server
Connecti-e@onnection ASP
SQL
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Commd - €ommand

6 cookies
cooki es ASP /
cookies cookies ASP
WI NDOWScooki es
ciwi ndows k\i elsP cookies
COOKI ES:

response. cookfFes ("

response.cook)eskpires="2030/1/1"

COOKI ES:
=request.cook)es ("
: ASP response
, response : .cookiestl)
response.cook)es ("
cookies
cookies cobDEks
.form(" ") . cookies"()"

cookies
cookies

response. C
response. C

o

ok)es ("
ok)esgkpires="2030/1/1"

o

expiredate
response. cook)i=es ("
response.cook)eskpires=formatdateti me(expi
: expiredatteeadd()
dateadd("d", dat &) "

dat eaddda'tde"),

(0]
(0]

30>ateadd("d", 30,dadli)es

: . expires="2030/1/1"
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expires=formatdateti me(expiredate)
cookies ??
expiredate=dat eaddd(a'tde"),

7 ASP
Sub ()
End Sub

Sub arthur ()

responistee (Wr ")
End Sub
sub arthur ()

arthur ()

Sub try(master)
response. write(" & master)
End Sub
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try() master

try(” ")
master
try(master, secondary)

try (" ", ")
ASP Co ASP
hell o() ASP
hell o
( )

Sub arthur ()
arthur=123
End Sub

response. write(arthur())

response. waritther(r) )
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A T'l'S

| 1 S5Wi ndows 2000 |l nternet W W wW
ftpsmtp index server I nternet
l ntranet I I S5
I 1 S5
I 1 S5
I 1 S5
CGlI Everyone ( X)
(. exe, .dlI, Adcmdni stprldt or s (Full
Control)
System (Full Control)
(. asp) Everyone ( X)

Admini strators| (Full
Control)

Sgtem (Full Cointrol)
Everyone ( X)

(.1 nc, .sht m,Admsihnimdt)r at or s| ( Ful I
Control)
System (Ful |l Control)
Everyone (R)

(. txt, .gi f, Admigni sthrtatlogr s| ( Ful I
Control)
System (Ful |l Control)

1.Cli net\pwivr\myp 5 e ksvteart i ¢ (. ht ml)
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2.Cli net\wwivr\myg 5 e kivnecrl ude

3.Cli net\mwwivr\myp 5 e ksvcerri pt

4 . Cli net\pwivt\myp s e kevxeercut abl e
(.exe, .dll, . ¢ md, .pl)

5.Cli net\mwwivr\myp 5 e kiviearg e s (.

1.ClYi net\pupr oFTtP
2.Cli net\mabl r 8MTP

(.1 nc)
(. asp)

gif,.jpeg)

2 Everyone (Full Control)
1. 2 1S
2. Wi ndows 2000 2
1S
I 1S I 1S
1. Administrators (Full Control)
2.System QoFwtlrlo!| )
3.Everyone (RWCQC)
I IS %sy st e hsryosottetho3g2Fi | e s

" W3 C "
1. "l nternet "
3. "Web "
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4 . " "
5. " " " W3 C "
6 . " "
7. " "
0 I P
(0]
(0]
o URI
o HTTP
o Wi n32
(0]
0 I P
(0]
2 We b
"Wi n32 5
access denied "Wi n32
net hel pmsg err
err Wi n32
I 1S \l I SSancplil esgt\pubsampl es
I IS \l | SHelcptwi nthelipi shel p
Data AtMEABC ciprogr amcbdmme s \sfyislteesna d c
Il 1 SADMP WD
Windows WThdows 2000
I ntrahet5
I 1 S4 I I S5
I ntranet

143



Il nternet

Il nternet

" We b "
I P DNS
We b | P
DNS
I S

l Nt ernet

Il nternet

l Nt ernet

We b
DLL DLL
DumpBi n
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DLL

I 1S .asphtrshtm 1S
DLL
1S
1. "I nternet "
2. " "
3. " WWW " " "
4 . " "
We b htr
|l nternet (
I I SWeb A L.Oicd
)
Ser vseird e
.St m, . sSht m, ajnd . sht ml
|l ncl udes
l nternet printer
l ndex Servieht w, .ida and i dg

nternet

Il nternet

MMC

I S DNS



API My | SAPI . dI |
RevertToSel f:
dumpbin /imports Myl SAPI . dlI | | find "Rever:
My | SAPI . dlI |
Reewrt ToSel f

I 1S Root CA Certificates
2
1.
Mi crosoft2.0
2.
I I'S
1. " / " mmc " " Mi crosoft
MMC
2. " " " / " " "
3. " " " "
4 . " "
5. " "
6 .
7 . " "
8 . " " " "
9. " "
10. " "
11. " "

Mi crosofW¥erisign
COM

COM "
" File System Object
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" " Dictionary object
Site 3.0 " "
" " regsvr32 scrrun.dl Il /[u
ASP <F MR
SQL

<FORM>

Jscripb VBScr i pbt

Set reg = New RegExp

reg. Pat t\wveh = "

strUnTainted = reg. Replace(strTainted, "")
I

Set reg = New RegExp

reg. Patterhn (= +)(Antyycharacter from the star

| the string to a | character.

strUnTai nt edac=e (rsetgr.TRaeipnit ed, " $1")

Jscript
var strOut = strln.repldacleBNs(*ABUX|,PPRN|;NUL| C
5

http:// msdn. microsoft.com/scripting/ def.

http:// msdn. microsoft.com/ workshop/ | anguag
Sp

Parent Pat hs
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a b WON

"l nternet

Cont-entat.
Cont-entation
NAT
I P

http://support.

onl P

Mi
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Wi ndows NT/ 2000

Wi ndows NTTEZBDOP

TCP/ 1P
(routers) (port)
TCP/ I P port ( Microsof't
Knowl ege RdAHS& 543 Wi ndow
port)
Net BI OS over TCP/ 1P
| P

I IS Il Il SSecurity checkl i st
Mi crosoft

TCP/ 1P

Wi ndowsWiMdows 2000
(denial of service)

TcpPprameters
SynAttackProtect
REG_DWORD

SY-NCKS
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TcpPprameters
TcpMaxHal f Open
REG_DWORDer
100 OXFFFF

100 (Professional
server)

, Server), 500 (advan

Wi ndows 2000Wi ndows NT

TcplPprameters
TcpMaxHal f OpenRetri ed
REG_DWORD
800 XFFFF

80 (Professional, Server), 400 (Advanc
Server

Wi ndows 200Wi ndows NT
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TcpPprameters
EnabMTeUPDi scovery
REG_DVB®ROO ean
0, 1(False, True)

1
0

1 TCP

MTU(Maxi mum Transmission Unit)
MT U TCP (segment s)
TCP
MT U (fragmentation)
TCP
0 Wi nddNwg 2000

576bytesMTU(
)

Net\Par ameters
NoNameRel easeOnDemand
REG_DVW®RoO e an
0, 1 (False, True)
0
1

nameel ease

Net BI OS Adminstrator
mal i c

nameel ease
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TcpPprameters
Enabl eDeadGWDet ect
REG_DVB®ROO ean
0, 1 (False, True)
1
0

TcpPprameters
KeepAliveTi me
REG_DWORDe in milliseconds
I-0xFFFFFFFF
7,200,000 (two hours)
300,000

Tcp\Ppr ameltnetresr f aces
Perfor mRouter Di scovery
REG_DWORD
0,1, 2
2
0
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TcpPprameters
Enabl el CMPRedirects
REG_DWORD
0,1 (False, True)
1
0

152



C ASP

Array ()

FUNCTI ON:

SYNTAX: Array(list)

ARGUMENTS:

EXAMPLE: <%

Dim myArray()

For i = 1 to 7
Redim Preserve myArray (i)
myArray (i) = WeekdayName(i)

Ne xt

% >

REULT: 7 my Arr ay

my Array (" Sunday", "Monday", Co. ... "Saturd

Clnt ()

FUNCTI ON:

SYNTAX: Clnt(expression)
ARGUMENTS:

EXAMPLE: <%

f = "234"
response. write clINT(f) + 2
% >
RESULT: 236
"234" " 234" 0

CreateObject ()

FUNCTI ON: ACTI VEX

SYNTAX: CreateObject(obj Name)

ARGUMENTS: obj Name ACTI VEX

EXAMPLE: <%

Set con = Server.CreateObject (" ADODB. Conne
%>

RESULT:

CStr ()
FUNCTI ON:
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SMTAX: CStr(expression)
ARGUMENTS: expression
EXAMPLE: <%

s = 3 + 2

response.write "The result i1is: " & c¢cStr(s)
%>

RESULT: 5 5

Dat e ()

FUNCTI ON: :
SYNTAX: Dat e ()
ARGUMENTS: None.
EXAMPLE: <%=Dat e %>
RESULT998/ 4/

Dat eAdd ()
FUNCTI ON:
SYNTAX: DateAdd(timeinterval ,number, date)

ARGUMENTS: ti meinterval is the time interyv
of

time intervals to add; and date is the sta
EXAMPLE: <%

current Date = #8/ 4/ 99#

newbDe = DateAdd("m", 3, currentDate)
response. write newbDate

%>

<%

currentDate = #12:34:45 PM#

newDate = DateAdd("h",3,currentDate)
response. write newbDate

%>

RESULT: 11/ 4/ 99
3:34:45 PM

"m" = "mont h";

"d" = "day";

|l f currentDate is in time format then,
"h""hBour " ;

"s" = "second";
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Dat eDi ff ()

FUNCTI ON:

SYNTAX: DateDiff(timeinterval,datel, date?2
firstweekofyear]])

ARGUMENTS: timeinterval M

EXAMPLE: <%

fromDate = #8/ 4/ 99#

toDate = #1/1/2000#

resepse.write "There are " & _
DateDi ff("d",frombDate,toDate) & _
" days to millenium from 8/4/99."

% >

RESUL B/ 4/ 928000 150.

Day ()
FUNCTI ON:

SYNTAX: Day(date)

ARGUMENTS: dat e

EXAMPLE: <%=Day (#8/ 4/ 99#) %>
RESULZ

Format Currency()

FUNCTI ON:

SYNTAX: Format Currency( Expression [, Di git
Paren ][,

GroupDigit]]ll1])

ARGUMHENTQS :t -1

; LeadingDigit

EXAMRLYE=For mat Currency(34. 3456) %>
RESULT: $34. 35

For mat DateTi me ()

FUNCTI ON:

SYNTAX: For mat DateTi me( Dat e, [ NamedFor ma
ARGUMENTS: NamedFor nmat
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vbGeneral Dat e.
EXAMPLE: <%=For mat DabtLeoTnignbea(t"e0)8%>4/ 99" , v
RESULT: Wednesday, August 04, 1999

For mat Number ()
FUNCTI ON: :
SYNTAX: For mat Number (Expression [, Digit ]]
GroupDigit]]l]11)
ARGUMENTQS :t -1
; LegBigit i
1 X Par en
-1 ; GroupDigit i
-1 :
EXAMPLE: <%=For mat Number (45.324567, 3) %>

RESULT: 45. 325

For mat Percent ()

FUNCTI ON: %
100 ( %)
SYNTAX: For mat Percent (Expression [, Di git

Paren ][,

GroupDigit]]1l11)

ARGUMENT.S:

EXAMPLE: <%=For mat Percent (0.45267, 3) %>
RESULT: 45.267%

Hour ()

FUNCTI QM: :

SYNTAX: Hour (ti me)

ARGNWME:

EXAMPLE: <%=Hour (#4: 45: 34 PM#) %>
RESULT: 16

(Hour has been c€hoonuvre rstyesdt etno) 2 4
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Il nstr ()
FUNCTI ON:

SYNTAX: Instr([start, ] strToBeSearched,

ARGUMENTS: Start strToBeSearched
strSearchFor . compare ASP
EXAMPLE: <%

strText = "This is a test!!"”

pos = Instr(strText, "a")
response. write pos

%>

RESULT: 9

Il nstr Rev ()
FUNCTI ON:

S

SYNTAX: InstrRev([start, ] st[r,TodBengpearre]h)ed

ARGUMENT.S:
EXAMPLE: < %

strText = "This is a test!!"”
pos = InstrRev(strText, "s")
response. write pos

% >

RESULT: 13

I nt ()
FUNCTI ON: :

SYNTAX: I nt(number)
ARGUMENTS:

EXAMPLE: <%=1 NT%=3i3n.t8(8) %>
RESULT:4 32

| sArray ()

FUNCTI ON:

SYNTAX: | sArray(name)
ARGUMENTS:

EXAMPLE: <%

strTest = "Test!"

response. write |IsArray(strTest)
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% >

RESULT: Fal se

| sDat e ()

FUNCTI ON:

SYNTAX: | sDate(expression)

ARGUMENTS: expression is any valid express
EXAMPLE: <%

strTest = "8/4/ 99"
response. write | sDate(strTest)
% >

RESULT: True

| sSEmpty ()
FUNCTI ON:

SYNTAX: | sEmpty(expression)
ARGUMENTS:

EXAMPLE: <%

Dim i

response. mptyeéi)sE

%>

RESULT: True

| sNul I ()
FUNCTI ON: :
SYNTAX: I sNull (expression)
ARGUMENTS:
EXAMPLE: <%

Dim i

response. write I sNull (i)

% >

RESULT: Fal se

| sNumeri c()

FUNCTI ON: :
SYNTAX: I sNumeric(expression)
ARBMBBNTS:

EXAMPLE: <%
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i = "345"

response. write I sNumeric(i)
% >
RESULT: True

ASP

| sObj ect ()

FUNCTI ON: :
SYNTAX: |1 sObject(expression)
ARGUMENTS:

EXAMPLE: <%

Set con = Server.CreateObject (" ADODB. Conne:
resnpsoe. write | sObject(con)
%>

RESULT: True

LBound()
FUNCTI ON: :
SYNTAX: Lbound(arrayname [, di mension])

ARGUMENTS: : di mensi on 1
2
di mensi on 1.

EXAMPLE: <%

i = Array("Mondawedhe@ésedaday"
response. write LBound(i)

% >

RESULT: 0

LCase()

FUNCTI ON:

SYNTAX: Lcase(string)

ARGUMENTS: string is any valid string expr
EXAMPLE: <%

strTest = "This is a test!"”
response. write LCase(strTest)
%>

RESULT: sthi sebt!
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Left ()

FUNCTI ON: l engt h l engt h
) .
SYNTAX: Left(string, | ength)

ARGUMENTS:
EXAMPLE: < %

strTest = "This is a test!"”
response. write Left(strTest, 3)
%>

RESULT: Thi

Len()

FUNCTI ON: :
SYNTAX: Le|n(vsatrrNannge )
ARGUMENTS:

EXAMPLE: <%

strTest = "This is a test!"”
response. write Len(strTest)
%>

RESULT: 15

LTri m()

FUNCTI ON: :
SYNTAX: LTrim(string)
ARGUMENTS:

EXAMPLE: <%

strTest = " This is a test!"”
response. write LTrim(strTest)
%

RESULT: This is a test!

Mi d ()
FUNCTI ON: ( start, | engt h) .
SYNTAX: Mid(string, start [, | ength])

ARGUMENTS:

EXAMPLE: <%

strTest = "This is a test! Today i s Monday
response. write Mid(strTest, 17, 5)
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%>

RESULT: Today

Ming) e

FUNCTI ON:

SYNTAX: Minute(time)

ARGUMENTS:

EXAMPLE: <%=Mi nute(#12:45: 32 PM#) %>
RESULT: 45

Mont h()

FUNCTI ON:

SYNTAX: Mont h(dat e)

ARGUMENTS: date is any wvalid date expressi
EXAMPLE: <%=Month(#08/ 04/ 99#) %>

RESULT: 8

Mont hName ()

FUNCTI ON: Returns a string identifying the
SYNTAX: Mont hName(month, [, Abb])
ARGUMENTS: month is the numeric represent al
(optional) is a boolean value used to displ
will display the abbreviated month name and
the abbreviation.

EXAMPLE: <%=Mont hName(Mont h(#08/ 04/ 99#) ) %>
RESULT: August

Now()

FUNCTI ON: Returns the current system date
SYNTAX: Now()

ARGUMENTS: None

EXAMPLE: <%=Now%>

RESULT: 8/4/99 9:30:16 AM

Repl ace ()

FUNCTI ON: Returns a stringstniwhbibhsabspgac
replaced with another substring a specifie
SYNTAX: Replace(strToBeSearched,, str Search
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start

][, count ][, compare]]])

ARGUMENTS: strToBeSearched is a string exp
string to be replaced; strSearchFor is the
for

within strToBeSearched; strReplaceWith is
repl ace

subtring strSearchFor; start (optional) is
position to begin search; count (optional)
comparision constant.

EXAMPLE: <%

strTest = "This is an applel™
response. write Replace(strTest, "apple", "
%>

RESULT: This is an orange!

Right ()

FUNCTI ON: | ength | ength
) .

SYNTAX: Right (string, | ength)

ARGUMENTS:
EXAMPLE: < %

strTest = "This is an test!™
response. write Right(strTest, 3)
%>

RESULT: st !

Rnd ()

FUNCTI ON:

SYNTAX: Rnd [ (number) ]
ARGUMENTS:

EXAMPLE: <%

Randomi ze ()

response. write RND()

%>
RESULT: 0 1
Round ()
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FUNCTI ON:

SYNTAX: Round(expression [, numRight])

ARGUMENTS: numRi ght

Round :

EXAMPLE: <%

i = 32.45678

response. write Round(i)
% >

RESULT: 32

Rtrim()

FUNCTI ON: :

SYNTAX: Rtrim(string)
ARGUMENTS:

EXAMPLE: <%

strTest = "This is a test!! "
response. write RTrim(strTest)
%>

RESULT: This is a test!]!

Second ()

FUNCTI ON:

SYNTAX: Second(ti me)

ARGUMENTS:

EXAMPLE: <%=Second(#12:34:28 PM#) %>
RESULT: 28

StrReverse()

FUNCTI ON:

SYNTAX: StrReverse(string)
ARGUMENTS:

EXAMPLE: <%

strTest = "This is a test!!"”
response.rwReivteer sSet( str Test)

%>

RESULT: I'lTtset a si si hT
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Ti me ()

FUNCTI ON:

SYNTAX: Ti me()
ARGUMENTS:

EXAMPLE: <%=Ti me %>
RESULT: 9:58:28 AM

Tri m()

FUNCTI ON: :

SYNTAX: Trim(string)

ARGUMENTS: string is anyonval i d string expr
EXAMPLE: <%

strTest = " This is a testl!! "
response.write Trim(strTest)
%>

RESULT: This is a test!]

UBound ()
FUNCTI ON: :
SYNTAX: Ubound(arrayname [, dimension])

ARGUMENTS: ; di mension (optional)

2 di mensi on 1.
EXAMPLE: <%
i = Array("Monday", "Tuesday", "Wednesday")
response. write UBound(i)
%>

RESULT: 2

UCase ()

FUNCTI ON: :
SYNTAX: UCase(string)
ARGUMENTS:

EXAMPLE: <%

strTest = "This is a test!!"”
responisteee. wWCase(strTest)
%>

RESULT: THI'S I'S A TEST!!

164



Var Type()

FUNCTI ON:

SYNTAX: VarType(var Name)
ARGUMENTS:

EXAMPLE: <%

i = 3

response. write varType(i)
% >

RESULT:)2("asp"

WeekDay/()

FUNCTI ON: :

SYNTAX: WeekpPDayf{dastdayof week])
ARGUMENTS:

EXAMPLE: <%

d = #8/ 4/ 99#

response. write Weekday(d)

%>

RESULT: ¥(

Week Day Name ()

FUNCTI ON: :

SYNTAX: WeekDayName(weekday [, Abb ][,
ARGUMENTS: BAmb ean

Fal se .firstdayof week

EXAMPLE: <%

d = #8/ 4/ 99#

response. write WeekdayName( Weekday(d))
% >

RESULT: Wednesday
Year ()

FUNCTI ON:
SYNTAX: Year (date)
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ARGUMENTS:
EXAMPLE: <%=Year (#8/ 4/ 99#) %>
RESULT: 1999

166



